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FOREWORD

M

UCH IS SAID THESE DAYS about the possibility of conflict in
space during, before, or perhaps, instead of conflict on land, at
sea, or in the air. Why is this the case?

The subject is discussed as though it emerged in the last 13
years since the Chinese demonstration of a kinetic ASAT in 2007. In fact, the
United States was concerned in 1957 that Sputnik represented a precursor
to space-based nuclear weapons. An ASAT program started in the United
States in 1958, and the Soviets did similarly. Both superpowers deployed
several ASAT systems and performed orbital tests.
Nonetheless, fear on both sides of a serious threat of conflict in space did
not emerge until recently. Both the Soviets and the United States understood that the satellites of “National Technical Means” were stabilizing and
were keys to de-escalation should a conflict occur. This view changed after
the First Gulf War, when space systems moved from being primarily strategic systems to tactical ones providing near real-time support to tactical
forces. By that time, the satellites of the Department of Defense and of the
Intelligence Community operated and reported almost instantly, and the
military services developed the equipment and techniques to acquire, analyze, and distribute space system information very quickly.
Following the First Gulf War, a Russian analysis of the rapid American success noted the efficacy of precision weapons and real-time intelligence.
Much of this capability depended on space systems and spurred the Russians and Chinese to a sustained program to develop ASAT capabilities--not
only those for physical attack but cyber and electronic attacks as well. In
recent years, we have read Russian and Chinese doctrine explaining the importance of ASAT capabilities, and we have seen systems deployed to carry
them out.
The situation we confront today was inevitable. Capability is always met
with counter-capability. In recognition of this need to defend and to increase our space power in the face of such threats, the United States has
wisely created the Space Force and the U.S. Space Command. This is where
the people who will design, build, and operate our military space systems
reside and where personnel will be trained, careers managed, doctrine developed, and a myriad other elements of a military force undertaken.
Several years ago, an Army general gave a speech where he said, “every
company commander depends on space, and takes it for granted.” What a
challenge for our Space Force and Space Command to assure that our military is served at every level of command without failing.

MARTIN C. FAGA
Former Assistant Secretary of the Air Force for Space and Director of
the National Reconnaissance Office

IV

SPACE THREAT ASSESSMENT 2020

INTRODUCTION

T

HE PAST YEAR WAS A TRANSFORMATIONAL ONE for space policy in several respects. On December 20, 2019, President Trump
signed into law the National Defense Authorization Act for Fiscal
Year 2020, creating the Space Force and ushering in what is arguably the most significant reorganization of the U.S. military since the
Goldwater Nichols Act of 1986. While the newly created Space Force is responsible for organizing, training, and equipping space forces for the U.S.
military, the newly re-established United States Space Command is the
geographic combatant command responsible for space operations.
France also made significant organizational changes in 2019 with the issuance of its Space Defense Strategy. It calls for the creation of a Space
Command within the Air Force and the renaming of the Air Force to the Air
and Space Force. The French defense minister publicly stated that France
would develop space control capabilities and active defenses, such as
small bodyguard satellites and space-based laser defenses to protect important space assets.
Other countries continue to develop and test counterspace capabilities and
conduct suspicious or threatening activities in space. India became the fourth
country to successfully test a direct-ascent anti-satellite (ASAT) missile, as
well as the only country to conduct a debris-producing test since 2008. Russia continued its co-orbital activities in geostationary orbit (GEO) and caught
the attention of many in the space community with its proximity operations
around a classified U.S. government satellite in low Earth orbit (LEO).
In commercial space, both SpaceX and OneWeb began deployment of mega
constellations in LEO to deliver high-speed internet access globally. OneWeb
launched its first set of six satellites in February 2019, and SpaceX launched
its first batch of 60 satellites in May 2019. Both companies have conducted
additional launches since then, with SpaceX beginning to deploy at a steady
pace in early 2020. As of February 17, 2020, SpaceX has launched a total of
302 Starlink satellites, 297 of which are operational. In comparison, the total
number of operational satellites in LEO was roughly 1,500 in 2019—a number
that could double by the end of 2020. These commercial developments present both opportunities and challenges in what is already a diverse, disruptive,
disordered, and dangerous space environment.
The purpose of this annual report from the CSIS Aerospace Security Project
is to aggregate and analyze publicly available information on the counterspace capabilities of other nations. It is intended to raise awareness and understanding of the threats, debunk myths and misinformation, and highlight
areas in which senior leaders and policymakers should focus more attention.
While the report focuses on the capabilities of China, Russia, Iran, North Korea, and India, this year’s report places relatively more emphasis than previous years on the counterspace capabilities of select other countries, including some allies and partners of the United States.
This report is not a comprehensive assessment of all foreign counterspace
capabilities because much of the information on what other countries are
doing is not publicly available. The information in this report is current as of
February 22, 2020.
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COUNTERSPACE WEAPONS

TYPES OF
COUNTERSPACE
WEAPONS

S
Illustration A ballistic
missile can be used
as a kinetic physical counterspace
weapon.
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PACE IS AN INCREASINGLY IMPORTANT ENABLER of economic
and military power. The December 2017 United States National
Security Strategy prioritizes maintaining U.S. leadership and freedom of action in this critical domain, but it notes that:

Many countries are purchasing satellites to support their own strategic
military activities. Others believe that the ability to attack space assets
offers an asymmetric advantage and as a result, are pursuing a range of
anti-satellite (ASAT) weapons. The United States considers unfettered access to and freedom to operate in space to be a vital interest. Any harmful
interference with or an attack upon critical components of our space architecture that directly affects this vital U.S. interest will be met with a deliberate response at a time, place, manner, and domain of our choosing.1

Counterspace weapons vary in the types of effects they create, and the level
of technological sophistication and resources required to develop and field
them. They also differ in how they are employed and how difficult they are
to detect and attribute. The effects of these weapons can be temporary or
permanent, depending on the type of system and how it is used. The country-by-country assessments that follow this section group counterspace
weapons into four broad categories: kinetic physical, non-kinetic physical,
electronic, and cyber.
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KINETIC PHYSICAL
KINETIC PHYSICAL COUNTERSPACE
weapons attempt to strike directly or
detonate a warhead near a satellite or
ground station. A direct-ascent ASAT
weapon attempts to strike a satellite using a trajectory that intersects the target
satellite without placing the interceptor
into orbit. Ballistic missiles and missile
defense interceptors can be modified to
act as direct-ascent ASAT weapons provided they have sufficient energy to reach
the target satellite’s orbit. A co-orbital
ASAT weapon differs from a direct-ascent
weapon because it is first placed into orbit. When commanded, the satellite then
maneuvers to strike its target. Co-orbital
ASATs can remain dormant in orbit for
days or even years before being activated.
A key technology needed to make both direct-ascent and co-orbital ASAT weapons
effective is the ability to detect, track, and
guide the interceptor into a target satellite. An onboard guidance system requires
a relatively high level of technological sophistication and significant resources to
test and deploy.2
Ground stations are vulnerable to kinetic
physical attacks by a variety of conventional military weapons, from guided missiles and rockets at longer ranges to small
arms fire at shorter ranges. Because they
are often highly visible, located outside of
the United States, and are more accessible than objects in space, ground stations
can be an easier target for adversaries
seeking to disrupt or degrade space systems. Even if the ground stations themselves are difficult to attack directly, they
can be disrupted indirectly by attacking
the electrical power grid, water supply,
and the high-capacity communications
lines that support them.
Kinetic physical attacks generally have
irreversible effects on the satellites and
ground stations targeted. These counterspace weapons are likely to be attributable because the United States and others
can identify the source of a direct-ascent
ASAT launch or ground attack and can,
in theory, trace a co-orbital ASAT’s orbital data back to its initial deployment. In

both cases, the attacker is likely to know
whether its attack is successful almost
immediately because the effects would
be publicly visible through orbital debris
or a damaged ground station.

NON-KINETIC PHYSICAL
NON-KINETIC COUNTERSPACE weapons, such as lasers, high-powered microwave (HPM) weapons, and electromagnetic pulse (EMP) weapons, can have
physical effects on satellites and ground
stations without making physical contact. These attacks operate at the speed
of light and, in some cases, can be less
visible to third-party observers and more
difficult to attribute.
High-powered lasers can be used to damage or degrade sensitive satellite components, such as solar arrays. Lasers can
also be used to temporarily dazzle or permanently blind mission-critical sensors
on satellites. Targeting a satellite from
Earth with a laser requires high beam
quality, adaptive optics, and advanced
pointing control to steer the laser beam
as it is transmitted through the atmosphere—technology that is costly and requires a high degree of sophistication.3 A
laser can be effective against a sensor on
a satellite if it is within the field of view of
the sensor, making it possible to attribute
the attack to its approximate geographical origin. The attacker, however, will
have limited ability to know if the attack
was successful because it would not likely
produce debris or other visible indicators.
An HPM weapon can be used to disrupt
a satellite’s electronics, corrupt data
stored in memory, cause processors to restart, and, at higher

Illustration A laser is an
example of a non-kinetic
counterspace weapon.
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COUNTERSPACE WEAPONS
power levels, cause permanent damage
to electrical circuits and processors. A
front-door HPM attack uses a satellite’s
own antennas as an entry path, while
a backdoor HPM attack attempts to enter through small seams or gaps around
electrical connections and shielding.4
Because electromagnetic waves disperse
and weaken over distance and the atmosphere can interfere with transmission at
high power levels, an HPM attack against
a satellite is best carried out from another satellite in a similar orbit. Both frontdoor and back-door HPM attacks can be
difficult to attribute to an attacker, and as
with a laser weapon, the attacker may not
know if the attack has been successful.
The use of a nuclear weapon in space can
be an indiscriminate form of non-kinetic
physical attack. While a nuclear detonation would have immediate effects for
satellites within range of its EMP, it also
creates a high radiation environment that
accelerates the degradation of satellite
components over the long term for unshielded satellites in the affected orbital
regime.5

ELECTRONIC

Illustration A truck-mounted
jammer is a type of electronic
counterspace weapon.
4

ELECTRONIC ATTACKS TARGET the
means through which space systems
transmit and receive data by jamming
or spoofing radio frequency (RF) signals.
Jamming is a form of electronic attack
that interferes with RF communications
by generating noise in the same frequency band and within the field of view of
the antenna on the targeted satellite or
receiver. An uplink jammer interferes with
the signal going from the Earth to a satellite, such as the command and control
uplink. Downlink jammers target the signal from a satellite as it propagates down
to users on the Earth. User terminals with
omnidirectional antennas, such as many
GPS receivers and satellite phones, have
a wider field of view and thus are susceptible to downlink jamming from a wider

range of angles on the ground.6
The technology needed to jam many
types of satellite signals is commercially available and relatively inexpensive.
Jamming is a reversible form of attack
because once a jammer is turned off,
communications return to normal. Jamming can also be difficult to detect or
distinguish from accidental interference,
making attribution and awareness more
difficult. In 2015, General John Hyten,
then-commander of Air Force Space Command, noted that the U.S. military was
unintentionally jamming its own communications satellites an average of 23 times
per month.7
Spoofing is a form of electronic attack
where the attacker tricks a receiver into
believing a fake signal, produced by the
attacker, is the real signal it is trying to receive. Spoofing the downlink from a satellite can be used to inject false or corrupted
data into an adversary’s communications
systems. If an attacker successfully spoofs
the command and control uplink signal to
a satellite, it could take control of the satellite for nefarious purposes.
Through a type of spoofing called “meaconing,” even the encrypted military GPS
signals can be spoofed. Meaconing does
not require cracking the GPS encryption
because it merely rebroadcasts a time-delayed copy of the original signal without
decrypting it or altering the data.8 Like
jammers, once a spoofer is developed, it
is relatively inexpensive to produce and
deploy in large numbers and can be proliferated to other state and non-state actors.

CYBER
UNLIKE ELECTRONIC ATTACKS, which
interfere with the transmission of RF signals, cyberattacks target the data itself
and the systems that use this data. The
antennas on satellites and ground stations, the landlines that connect ground
stations to terrestrial networks, and the
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Illustration
Cyberattacks can be
used to take control
of a satellite and
damage or destroy it.

user terminals that connect to satellites
are all potential intrusion points for cyberattacks. Cyberattacks can be used to
monitor data traffic patterns (i.e., which
users are communicating), to monitor the
data itself, or to insert false or corrupted
data in the system. While cyberattacks
require a high degree of understanding of
the systems being targeted, they do not
necessarily require significant resources
to conduct. Cyberattacks can be contracted out to private groups or individuals,
which means that a state or non-state actor that lacks internal cyber capabilities
may still pose a cyber threat.9
A cyberattack on space systems can result in data loss, widespread disruptions,
and even permanent loss of a satellite.
For example, if an adversary can seize
control of a satellite through a cyberattack on its command and control system, the attack could shut down all communications and permanently damage
the satellite by expending its propellant
supply or damaging its electronics and
sensors. Accurate and timely attribution
of a cyberattack can be difficult, if not
impossible, because attackers can use a
variety of methods to conceal their identity, such as using hijacked servers to
launch an attack.

Counterspace weapons that are reversible, difficult to attribute, and have limited
public awareness are ideally suited for situations in which an opponent may want
to signal resolve, create uncertainty in the
mind of its opponent, or achieve a fait accompli without triggering an escalatory
response. For example, an adversary that
wants to deter the United States from intervening in a situation may believe that
such attacks will stay below the threshold
for escalation (i.e., not trigger the very
thing it is trying to prevent) while creating
significant operational challenges for the
United States that make the prospect of
intervention more costly and protracted.
Conversely, counterspace weapons that
have limited battle damage assessment
or that risk collateral damage may be less
useful to adversaries in many situations.
Without reliable battle damage assessment, for example, an adversary cannot
plan operations with the confidence that
its counterspace actions have been successful. Furthermore, weapons that produce collateral damage in space, such as
large amounts of space debris, run the
risk of escalating a conflict and turning
other nations against the attacker.

THREAT
CHARACTERISTICS
The types of counterspace threats described above have distinctly different
characteristics that make them more
suitable for use in some scenarios than
others. As shown in Table 1, some types
of counterspace threats are difficult to
attribute or have fully reversible effects,
such as mobile jammers. High-powered
lasers, for example, are “silent” and can
carry out an attack with little public
awareness that anything has happened.
Other types of counterspace weapons
produce effects that make it difficult for
the attacker to know if the attack was
successful, and some produce collateral
damage that can affect space systems
other than the one being targeted.
5

Table 1

TYPES OF COUNTERSPACE WEAPONS

Types of Attack

Ground
Station Attack

Attribution

Variable
attribution,
depending on
mode of attack

Can be
Launch site can
attributed by
Launch site can
be attributed
tracking previousbe attributed
ly known oribt

Reversibility

Irreversible

Irreversible

Irreversible or reversible depending on capabilities

Irreversible

Irreversible

Reversible or
irreversible;
attacker may or
may not be able
to control

Awareness

May or
may not be
publicly
known

Publicly known
depending on
trajectory

May or
may not be
publicly
known

Publicly known

Only satellite
operator will be
aware

Only satellite
operator will be
aware

Near real-time
confirmation of
success

Near real-time
confirmation of
success

Near real-time
confirmation of
success

Limited
Near real-time
confirmation of
No confirmation
confirmation of success if satellite
of success
success
begins to drift
uncontrolled

Limited
confirmation of
success if satellite
begins to drift
uncontrolled

May or may not
produce orbital
debris

Higher radiation
levels in orbit
would persist for
months or years

Could leave target
satellite disabled
and uncontrollable

Collateral Damage
6

Non-Kinetic Physical

Attacker Damage
Assessment

Kinetic Physical

Direct-Ascent
ASAT

Station may
Orbital debris
control multicould affect
ple satellites;
other satellites in
potential for loss
similar orbits
of life

Co-Orbital ASAT

High Altitude
Nuclear
Detonation

HighPowered Laser

Laser Dazzling
or Blinding

HighPowered
Microwave

Limited
attribution

Clear attribution
of the laser’s
location at the
time of attack

Limited
attribution

Reversible or
irreversible;
attacker may or
may not be able
to control

Only satellite
operator will be
aware

Could leave
target satellite
disabled and
uncontrollable
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None

Collateral Damage

Attacker Damage
Assessment

Awareness

Reversibility

Attribution

Types of Attack

Electronic

Uplink
Jamming

Downlink
Jamming

Cyber

Data Interccept
or Monitoring

Data
Corruption

Seizure
of Control

Limited or
uncertain
attribution

Limited or
uncertain
attribution

Limited or
uncertain
attribution

Reversible

Reversible

Reversible

Irreversible or
reversible, depending
on mode of attack

May or may not be
known to the
public

May or may not be
known to the
public

Limited
confirmation of
success if effects
are visible

Near-real time
confirmation of
success

Near-real time
confirmation of
success

Near-real time
confirmation of
success

Only corrupts the
specific RF signals
targeted

None

None

Could leave target
satellite disabled
and uncontrollable

Spoofing

Modest attribution
Modest attribution
Modest attribution
depending on mode depending on mode depending on mode
of attack
of attack
of attack

Reversible

Reversible

Satellite operator
Satellite operator
will be aware; may
will be aware; may
or may not be
or may not be known
known to the public
to the public

No confirmation
of success

Limited
confirmation of
success if monitoring
of the local RF
environment is
possible

Only dirupts the
Only disrupts the
signals targeted and signals targeted and
possible adjacent
possible adjacent
frequencies
frequencies

Satellite operator
Satellite operator
will be aware; may
will be aware; may
or may not be known or may not be known
to the public
to the public
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CHINA

“No force will stop
or shake China or its
people from achieving
its goals”
PRESIDENT XI JINPING, 201911

I

N THE PAST DECADE, China has been barreling toward its lofty space
goals. In the 2010s alone, China conducted over 200 successful orbital
launches.12 China’s civil, military, and commercial capabilities are rapidly growing, and its 2020 plans show that the country aims to launch over
60 satellites into orbit via 40 launches over the coming year.13

China’s civil space program is focused on its network of BeiDou positioning, navigation, and timing (PNT) satellites, similar to the U.S. Global Positioning System (GPS). China plans on launching two BeiDou satellites into
geostationary orbit (GEO) in 2020 as well as further developing its Gaofen
remote sensing satellite constellation. Since early 2019, Chang’e-4, the Chinese lunar lander mission that delivered a successful lunar rover called
Yutu-2, has been conducting an exploration mission on the far side of the
Moon. China plans to follow up this mission in late 2020 with Chang’e-5, a
mission that aims to return samples from the Moon back to Earth for further
study. To support its growing space capabilities, China has “built an expansive ground support infrastructure to support its growing on-orbit fleet and
related functions including spacecraft and space launch vehicle (SLV) manufacture, launch, C2 [command and control], and data downlink.”14

China also intends to send a mission to Mars with an orbiter and probe.
This mission will include 13 science payloads and is on track for a July 2020
launch.15 Three different launch vehicles are also scheduled to make their first
flight in 2020: the Long March-5B, the Long March-7A, and the Long March-8.

8
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The Long March-5B will be China’s heavylift workhorse, supporting future exploration missions as well as the planned Chinese Space Station (CSS).16 The first test
launch of the -5B will likely take place in
April 2020. If successful, it will be used to
launch the first section of the modular CSS.
The Long March-8 is planned to be China’s
first rocket with a reusable first stage and is
planned to support China’s growing commercial space sector.17 Furthermore, “China aspires for a 2036 first human mission
to the moon.”18
China is continuing to move forward
with a new modular space station. China
has successfully operated two previous
space labs in LEO, Tiangong 1 and Tiangong 2, through its Project 921 program,
which began in 1992.20 The new space
station will consist of three modules.
The core module of the CSS passed final
review but is facing possible launch delays. Currently, it is expected to launch in
2020, while the two additional modules
are planned for launch between 2022
and 2024.21 Three or four manned missions and several cargo missions are also
planned, but launch delays have caused
schedules to slip for the entire program.22
The station is estimated to have a 10year lifespan, with the possibility of an
extension.23

JIUQUAN SATELLITE LAUNCH CENTER

Active
Inactive

TAIYUAN SATELLITE LAUNCH CENTER

Orbital Human
Launch
Cumulative Launches
4

32

136
WENCHANG SATELLITE
LAUNCH CENTER

XICHANG SPACE CENTER

Figure 1: Chinese National Spaceports. China currently has four active spaceports, which
have collectively launched hundreds of satellites and several taikonauts, or Chinese astronauts.
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China is also expanding its international
cooperation. China hosted a selection
process for opportunities to host scientific payloads on the CSS. The final selection was announced in 2019 and includes
nine projects, involving “23 institutions
from 17 Member States of the United
Nations in Asian-pacific, European, African, North American and South American regions.”24 China has furthered its
space partnership with Russia through
cooperating to develop “Russia’s future
Luna-26 lunar orbiter, China’s Chang’e-7
lunar polar lander, and a joint lunar and
deep space data center with a hub in
each country.”25

in order to keep pace with China’s growing national and commercial launch demands.27

China’s busiest launch site, the Xichang
Satellite Launch Center, hosted 19 of China’s 32 launches in 2019.26 Located in the
south of China, Xichang is currently expanding by adding another launch pad

After a 2014 decree to allow private companies to develop SLVs, several new nominally private (though typically state-backed)
Chinese companies began to develop and
test new launch vehicles. China’s commer-

20
0
1960

1970

1980

1990

2000

2010

2019

Figure 2: Chinese Orbital Space Launches (1957-2019). China had more successful orbital
space launches in 2019 than any other nation.
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cial space companies grew from around
30 in 2017 to over 100 in 2018. This growth
has led to the introduction of new commercial policies in 2019 in order to better
regulate the growing commercial space
launch sector.29 These regulations have
had a relatively positive response from
Chinese commercial companies.30
9

CHINA
This also builds on the 2015 Chinese white
paper, which stated that “outer space
and cyberspace have become new commanding heights in strategic competition
among all parties.”35 Many scholars interpreted this statement as a formal designation of both space and cyberspace as
new warfighting domains.36 To this end,
the PLA founded the SSF to centralize and
manage the military’s space, cyber, and
electronic warfare missions. Before the
2015 reorganization, responsibilities for
cyber, space, and electronic warfare were
scattered across at least four different
PLA departments. The establishment of
the SSF indicates the PLA’s prioritization
of these critical areas of warfare.37

SPACE ORGANIZATION
AND DOCTRINE
The Chinese government operates separate civil and military space organizations.
The China National Space Administration
(CNSA) falls within the State Council’s
State Administration for Science, Technology, and Industry for National Defense
(SASTIND) and is the primary organization
for China’s civil space activities. The main
developer of national civil space technologies is the China Aerospace Science and
Technology Corporation (CASC), a stateowned aerospace corporation. Meanwhile,
military space activities are run through
the People’s Liberation Army (PLA). However, each of these entities collaborate
with one another on developing space
technologies.31
In July 2019, China released its first official defense white paper since 2015. Prior
to this four-year gap, China had released
similar white papers about every two
years. Analysts acknowledge that the 2019
document “adds little to previous official
reports on the details of recent reforms.”32
In line with how China views the space
domain, the 2019 white paper references
“outer space, electromagnetic space and
cyberspace” all as one national defense
aim.33 China established the Strategic Support Force (SSF) in 2015 to bring the management of these strategic areas under
one entity. Unlike the United States and
even Russia, the PLA appears to view these
three domains as inherently intertwined.

THE SSF
HAS BEGUN
TRAINING
SPECIALIZED
UNITS WITH
DIRECT-ASCENT
ASAT WEAPONS.

According to the U.S-China Economic
and Security Review Commission, Beijing
has “sought to leverage military-civil fusion to commercialize its existing space
technology.” Utilizing civil or commercial
technologies to bolster or disguise its
military space systems is a recognizable
theme throughout China’s counterspace
weapons program. “The goal of military-civil fusion in China’s space sector
is not primarily to develop cutting-edge
technology but to produce existing technology that meets most customers’ needs
at a lower cost and at greater commercial
scale and efficiency.”41

There is only one paragraph in the 2019
white paper that focuses solely on the
space domain. It touts China’s activity in
international fora on space-related issues,
such as the UN Office for Outer Space Affairs. The white paper recognizes space as
of strategic importance to the nation and
states that “space security provides strategic assurance for national and social development.”34 This rhetoric is consistent with
other statements and posturing that China
has demonstrated in recent years.
10

In 2018, China published an Outline of
Training and Evaluation doctrine, which
emphasized joint warfare training between the different military services focused on combating “strong military opponents.”38 For the space domain, this is
likely directed against the United States.
Originally, the SSF was not assessed to
have full control over China’s ASAT capabilities. Experts believed that the responsibility for direct-ascent ASATs may
lie with either the PLA’s Rocket Force,
which manages China’s nuclear arsenal,
or the PLA’s Air Force.39 However, recent
records show that the SSF has begun
training specialized units with direct-ascent ASAT weapons capable of targeting
satellites in LEO.40
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COUNTERSPACE
WEAPONS
Kinetic Physical
China has very capable kinetic physical
counterspace capabilities and has proven
this several times with a range of direct-ascent ASAT weapons tests. Thus far, China’s
primary focus has been
targets in LEO, but recent
“China continues
tests indicate China also
has a direct-ascent capadevelopment of
multiple counterspace bility able to reach GEO.
It does not appear that
capabilities designed
China has successfully
to degrade and deny
tested a co-orbital ASAT
adversary use of space- capability, although it
based assets during a has demonstrated severcrisis or conflict.”
al of the technical capabilities required to conU.S. OFFICE OF THE
struct such a weapon.
42
SECRETARY OF DEFENSE
China had its first successful test of a kinetic
physical ASAT weapon in 2007, after two
previous failed tests.43 This test of a direct-ascent SC-19 missile system targeted
and destroyed an aging Chinese meteorological satellite, producing over 3,000
trackable pieces of debris in LEO. Around
2,800 trackable pieces of debris from this
test remain in orbit, with 11 pieces deorbiting in 2019.44 This debris threatens the
safe operation of hundreds of other satellites in LEO, including the International
Space Station (ISS).45
China has not conducted a debris-producing direct-ascent ASAT test since 2007.
However, analysts believe several other kinetic physical tests—or suspected tests—
have occurred since then.46 These suspected tests have not to date produced orbital
debris or threatened any orbiting satellite.47
Table 2 summarizes several Chinese ASAT,
or suspected ASAT, tests. The missile tests
are harder to judge because they could
also function as a counterspace capability
during times of conflict.
China has also developed and launched
several satellites which are testing technologies that could be used for co-orbital
counterspace capabilities. None of these

Table 2

DIRECT-ASCENT ASAT OR DUAL-USE TESTS
Type

Year

Weapons
System

Comments

Kinetic
Impact?

ASAT test

2005

SC-19

Failed intercept of target.
First recorded test for a
direct-ascent ASAT.

No.

ASAT test

2006

SC-19

Failed intercept of target.

No.

SC-19

Successful intercept of target.

Yes, and
created
thousands
of debris
on-orbit.

2010

SC-19

Reported successful technology test against a suborbital
target. Likely “an effort to
understand the homing performance of the interceptor.”49

Yes.

2013

Possibly
SC-1950

Reported successful technology test against a suborbital
target. Likely another technology demonstration test.51

Yes.

DN-2

China declared the test as a
high-altitude science mission. U.S. military assessed
the test as proof Chinese
direct-ascent ASATs could
reach targets up to GEO.52

No.

53

SC-19

China claimed it was a
land-based missile interceptor test, while the United
States assessed the test as a
non-destructive ASAT test.54

No. Possibly
done to test
timing capabilities.55

No.

ASAT test

Missile defense test
(suborbital)48
Missile defense test
(suborbital)

ASAT test

ASAT test

2007

2013

2014

ASAT test

2015

DN-356

China claimed it was a
land-based missile interceptor test, while the United
States assessed the test as a
non-destructive ASAT test.57

Missile defense test

2017

DN-3

Unsuccessful test of the DN-3
missile interceptor.58

No.

Missile defense test

2018

DN-3 midcourse interceptor
successfully intercepted its
DF-21 target.59

Yes.

DN-3

tests have resulted in a verifiable destructive incident. Primarily, China has
been testing its rendezvous and proximity operations (RPO) capabilities, a
dual-use technology used to maneuver satellites in orbit near one another.
Whether this maneuvering is for nefarious purposes, possibly making it
a co-orbital ASAT, or for peaceful purposes, such as for on-orbit servicing
or active debris removal missions, is unclear. Distinguishing the intent of
the RPO movements is critical to determining whether or not a satellite is
11
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a counterspace weapon, but determining intent is almost impossible until a
hostile action takes place. According to
the U.S.-China Economic and Security
Review Commission, “China’s testing
of RPOs has been similar to past U.S.
tests, and no country has criticized RPOs
carried out by China as illegal or violating
any norm.” China, Russia, and the United
States all have satellites in GEO performing RPO activities around other satellites
in orbit.60

China has been testing these technologies for over a decade. For example,
in 2008, a Chinese spacecraft deployed
a miniature imaging satellite, the BX1, that was jettisoned from its mother
spacecraft. It appears that the satellite
was unable to be actively controlled until after it had passed the International
Space Station. It is estimated that the
uncontrolled satellite came within 25
kilometers of the station. Despite many
reports in the United States claiming
that this was the first co-orbital ASAT
test from China, the maneuver appears
to have been unintentional.62
SJ-12, a Chinese satellite in LEO, conducted a series of remote proximity maneuvers
with an older Chinese satellite, SJ-06F, in
2010. The maneuvers appeared to be slow,
methodical, and intentional and occurred
over several weeks in the summer of 2010.63
Some have speculated that this mission
was designed to test co-orbital jamming
or other counterspace capabilities, however this has not been definitively proven
in an unclassified setting.64 At one point,
SJ-12 made contact with SJ-06F at low
speed; however, this incident was “unlikely to have resulted in debris or significant
damage to either satellite.”65 Testing RPO
capabilities may have been a test run for
the 2011 docking of the Shenzhou space
capsule with the Tiangong-1 space station,
but the SJ-12 maneuver could have serious
counterspace implications as well.66

“China has engaged in dual-use activities such as rendezvous and proximity operations (RPO)—which demonstrate co-orbital capabilities—that,
while not prohibited, create problems
for U.S. national security.”
U.S.-CHINA ECONOMIC AND
SECURITY REVIEW COMMISSION
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China has also been testing satellites with
robotic arms, a dual-use technology that
could be used as a test bed for docking operations for China’s future space station,
active debris removal missions, or a co-orbital ASAT. In 2013, China claimed that
three new satellites were “conducting scientific experiments on space maintenance
technologies.”67 However, U.S. officials reported that the one satellite was equipped
with a robotic arm, which tested its ability
to grapple and seize another satellite.68
Three years later, in 2016, China launched
the Aolong-1 spacecraft, which included a
robotic arm and a sub-satellite that would
SPACE THREAT ASSESSMENT 2020

be released and recovered during its mission. According to official statements, the
Aolong-1 was intended to test technologies needed to collect and deorbit space
debris. Experts have debated the success
of this test.69
The South China Morning Post reported in
2019 about recently declassified government documents which showcased how
decade-old Chinese satellite technology
has provided a base for “the development
of new weapon systems powered by artificial intelligence.” It is unclear how AI is
utilized, but the article reports that the
new small satellites can be equipped with
robotic arms for active debris-removal
missions. This technology is, of course,
dual-use and could theoretically be used
on a range of objects in orbit. The declassified document states that China has
been developing and testing this technology since 2008. Without elaborating
further, the document claims that the robotic arm technology has also been incorporated into “drones, smart weapons and
robots.” The article also claims that these
satellites could remain attached to the
debris it collects “to avoid being tracked
from the ground.”70
On the same mission as Aolong-1, China
also deployed the Tianyuan-1 spacecraft,
which according to Chinese press accounts successfully tested the ability to
refuel other satellites while in orbit.71 This
test, as well as the Aolong-1 test, received
significant media coverage in the United
States due to its potential dual-use as
ASAT weapons.
While none of China’s RPO activities in
LEO or GEO appear to have damaged
other satellites, these technological advancements in RPO have many experts
concerned about China’s intent. And unlike Russian RPO activity, China’s RPO
activities have been primarily focused on
other Chinese satellites.
China can also pose a threat to space
systems through its ability to attack the
ground stations that control satellites

Taking a Break, SJ-17’s
Lack of Movement
SJ-17, A CHINESE SATELLITE in geostationary orbit known for its unusual behavior, appears to have put a pause on
its rendezvous and proximity operations
in 2019. Compared to its first two years
of operation, when the satellite appears
to have performed close approaches and
rendezvous operations with four Chinese satellites—Chinasats 5A, 6A, 20, and
1C—the lack of movement in 2019 is notable. According to CSIS analysis, SJ-17
restarted RPO maneuvers with another
Chinese satellite in GEO, Chinasat 6B, in
late December 2019 and was still in an unusually close orbit in late January 2020.
In the past, SJ-17’s RPOs have lasted anywhere from a few weeks to over three
months.72 New analysis of SJ-17’s on-orbit activity also found that the satellite
spent significant time near an Indonesian
communications satellite, Telkom 3S, in
late 2017 and early 2018, but there has
been no public statement from Indonesia on SJ-17’s maneuvering within 10km
of its satellite. In a 2015 paper published
in a Chinese research journal, scientists
speculated that a small satellite could be
used to approach a large satellite in GEO
in order to take high-quality pictures and
quickly retreat or pass the target satellite
to minimize detection.73 While SJ-17 is by
no means a small satellite, it is possible
that China is developing the skills and
technology to accomplish such intelligence-gathering missions.74

SJ-17 Nearest
Neighbors
(2016-2019)
2 Chinasat 6A (China)
3 Telkom 3S

(Indonesia)

“The [People’s Liberation Army]
is also deploying directed-energy
weapons, and we expect them to
field a ground-based laser system
aimed at low-orbit space sensors by
next year.”
THEN-ACTING SECRETARY OF
DEFENSE PATRICK SHANAHAN76

Non-Kinetic Physical
In 2018, then-U.S. Director of National Intelligence Dan Coats assessed that China
is making advances in directed-energy
technology that can “blind or damage
sensitive space-based optical sensors,
such as those used for remote sensing or
missile defense.”77 While this may sound
like a major announcement of Chinese
capabilities, China had already demonstrated its ability to dazzle American satellites in the mid-2000s. In 2006, reports
surfaced that U.S. imaging satellites were
illuminated by lasers over Chinese territory.78 Then-Director of the National Reconnaissance Office (NRO) Donald Kerr acknowledged that U.S. imagery satellites
were dazzled while passing over China
but stated that it did not “damage the U.S.
satellite’s ability to collect information.”79
This incident demonstrates that China
had much of the technology necessary to
field an operational capability to dazzle

Figure 3: Chinese Rendezvous and Proximity Operations in GEO. Publicly available orbital positioning data suggests that
Chinese satellite SJ-17 has made several
close approaches and inspections in GEO.
Learn more about SJ-17’s behavior, including a list of the satellite’s nearest neighbors.
at aerospace.csis.org/SJ17.
space-track.org / csis aerospace security
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or blind a satellite back in 2006.80 Recent
statements indicate that China has continued to build and field more capable
directed-energy systems. As one China
expert highlighted, “the only fundamental barrier to learning these abstract elements [directed-energy] and achieving
a practical weapon capability is effort—
time, will, and money.”81
Recently appointed Chief of Space Operations, General John J. Raymond noted in public remarks that, “we’re pretty
comfortable [in asserting] that they are
developing directed energy weapons
— probably building lasers to blind our
satellites.”82 In early 2019, the Defense Intelligence Agency made a similar claim,
stating “China likely is pursuing laser
weapons to disrupt, degrade, or damage
satellites and their sensors and possibly
already has a limited capability to employ
laser systems against satellite sensors.”83
Chinese military and technical writings
have often referenced directed-energy
weapons as a key technology in a successful counterspace strategy.84 The SSF
is comprised of both Chinese space forces and electronic warfare-focused forces,
likely indicating that the PLA sees interoperability between these two areas of
warfare. Expert Mark Stokes testified that
“The PLASSF Network Systems Department is central to China’s counterspace
mission.” Stokes went on to explain that
“Technical articles published . . . suggest
the unit, at least in part, is responsible
overseeing research, development, and
acquisition of electronic counterspace
systems.” These same units may also be
responsible for research and development and testing of high-powered microwave systems.85
In 2019, China surprisingly released an announcement alongside images of a new
directed-energy system. This Chinese
laser gun is reportedly designed to focus
on small boats or drones.86 While not directly a counterspace weapon, some of
the technology would likely be similar
for a higher-powered system that could
14

affect a satellite in orbit. Furthermore, a
top Chinese weapons firm is developing
synthetic diamonds, also likely for use
in directed-energy weapons. Diamonds
can amplify and focus energy outputs to
better ensure that the energy beam is intense enough to damage targets.87
Satellite imagery analysts speculated in
early 2019 that China had been developing significant satellite lasing facilities.88
Analysts speculate that China is pursuing these efforts in at least five different
locations across the country, due to the
nature of the buildings and surrounding
infrastructure. One image even depicts a
suspected electro-magnetic pulse (EMP)
simulator suspended between two structures.89 However, no other analysts appear
to have corroborated these assessments.
China also announced an airborne laser
in early 2020. While the details were confidential, the titles of two defense procurement bid requests may give insight
on the PLA’s plans. The two bids request
the “procurement plan for airborne laser
attack pod” and a “price inquiry on procurement plan for controlling software
module of laser attack platform.” The
system appears to be intended to target
other aircraft or missiles, but similar technology could be used to target satellites.90
While details from the PLA have been
minimal and no public test has occurred
on orbit, China has also shown interest in developing HPM weapons for air
and missile defense. In January 2017,
Chinese media celebrated the work of
expert Huang Wenhua, who developed
a miniaturized HPM weapon capable
of being placed on a ship.91 However,
adding a mobile HPM system to a satellite would require further reductions in
size, weight, and power in addition to a
number of other integration challenges
unique to the space environment.
As a nuclear power with intercontinental
ballistic missiles (ICBMs), China also has
the latent capability to launch a nuclear
weapon into LEO. The resulting EMP from
the detonation would cause indiscrimiSPACE THREAT ASSESSMENT 2020

CHINA IS LIKELY
ALREADY
DEVELOPING
LASER
WEAPONS AS
PART OF ITS
COUNTERSPACE
STRATEGY.

nate damage to satellites, creating a high
level of radiation in LEO that could last for
years.92 While China has the technology
necessary to field a nuclear-armed ASAT
weapon, it appears to be focusing its efforts in other areas.

Electronic

“The PLA considers EW [electronic warfare]
capabilities
key assets for
modern warfare
and its doctrine
emphasizes
using EW weapons to suppress
or deceive enemy
equipment.”
DEFENSE INTELLIGENCE
AGENCY, CHALLENGES
TO SECURITY IN SPACE93

In the late-1990s, China acquired foreign
ground-based satellite jamming equipment from Ukraine and has continued to
develop the technology independently in
the ensuing decades.94 Currently, China
has the ability to jam common satellite
communication bands and GPS signals,
and it has made the development and deployment of satellite jamming systems a
high priority.95 China is further developing
jamming systems that will be able to target a large range of frequencies of commercial SATCOM as well as U.S. military
protected communication bands.96
Chinese technical writings have been
outspoken on how electronic warfare
may increase its advantage in a conflict
with the United States. A paper from
the China Electronic Technology Group
Corporation proposed solutions for
“overcoming the high-power requirements for jamming U.S. millimeter wave
(MMW) satellite communications by
using space-based jammers hosted on
small satellites, in a ‘David versus Goliath’ attack.” The authors further identified U.S. satellites that would be particularly susceptible to such an attack, like
“the Advanced Extremely High Frequency (AEHF), Wideband Global SATCOM
(WGS), and Global Broadcast Service
(GBS) satellite constellations.”97 Another
Chinese technical paper provides further
insight into how China plans to jam GPS
signals used by U.S. drones, such as the
RQ-4 Global Hawk, over the Spratly Islands and South China Sea.98
After the early 2020 U.S. drone strike on
the Iranian general Qasem Soleimani,
a Chinese military analyst commented
that China would be able to detect an
incoming strike through its early warning radars and anti-access/area denial
(A2/AD) systems. He went on to say that
China would be able to shoot down the
drone with its air defenses and, as an

added layer of defense, could conduct a “soft kill” by jamming
the drone’s communications and GPS.99
China has deployed military-grade truck-mounted jamming
equipment in its buildup of military installations in the manmade islands in the South China Sea. As of April 2018, U.S. officials confirmed that there are two islands in the Spratly Island
chain that have been equipped with jamming systems for targeting communications and radar. This assessment was supported by satellite imagery that shows a suspected jamming
system on Mischief Reef in the Spratly Islands. While China has
been building military installations across the island chain since
2014, this is the first visual evidence of jamming equipment
there.100 Shortly after the identification of the jammers, Vietnam
condemned China’s continued militarization and weaponization
of the South China Sea and the Spratly Islands, also stating that
the jamming equipment violates international law.101
In 2018, the SSF even carried out advanced military exercises
simulating a complex electronic warfare environment with the
“SSF base pitted against five PLA Army, Air Force, and Rocket
Force units.”102
China also reportedly developed a J-16D aircraft equipped
with jamming systems. This aircraft, which suspiciously looks
like the U.S. Navy’s EA-18G Growler electronic attack fighter, is
equipped with “several new antennas and conformal electronic-warfare arrays along the fuselage.” According to the National Interest, the “D” in J-16D comes from “diànzǐ,” the Chinese
word for electronic.103

Spoofing in the Port of Shanghai
INCIDENTS WERE REPORTED SPORADICALLY THROUGHOUT
2018 and 2019 of the GPS signals for Automatic Identification
System (AIS) transponders being inaccurate in the main port of
Shanghai. AIS signals broadcast the location, speed, and direction of a ship, as required by international maritime law.104 Documented by a U.S. container ship, the Manukai, spoofing activities caused nearby ships’ signals to be misrepresented in ways
that could have caused a serious disaster. For example, a nearby
docked ship’s signal was reported as traveling down the channel
toward the Manukai at significant speed. However, the captain of
the Manukai could visually identify the ship in question as clearly
docked and unmoving in a nearby slot at port. The incident did not
stop there throughout the day, while the Manukai was securely
docked at port, its AIS signals were reporting the ship being over
three miles away from its actual location. The Manukai reported
the incident to the U.S. Coast Guard which determined that there
were “no known anomalies that might affect GPS signal integrity
at the time and vicinity of the reported problem.”105
Stunning for researchers is the peculiar circular shape of the plot
of the spoofed ships and other GPS receivers in the area. Dubbed
“crop circles” by confused researchers, this shape is unusual for
GPS spoofing. According to Todd Humphries, a leading authority
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on GPS jamming and spoofing, of the Radionavigation Laboratory at the University of
Texas, Austin, declared “To be able to spoof
multiple ships simultaneously into a circle
is extraordinary technology.” It is extraordinary because a single attack appears to
have been able to spoof several vessels
simultaneously, each to a different inaccurate location.106 Furthermore, the D.C.based research organization C4ADS also
confirmed that civilian GPS was affected.
While the source of the spoofing remains
unconfirmed, one expert traced the epicenter of the crop circle pattern to a nonoperational smokestack near the port and
speculates that it could be the origin of
these GPS attacks.107 GPS jamming and
spoofing requires a direct line of sight to
the target receiver. Therefore, to maximize impact and distance, many jamming devices are mounted on something
with great height. For example, most military-grade truck-mounted jammers are
mounted on a tall radio tower that maximizes the range of the effects.
Who is responsible? Again, this remains
unclear. Early sources speculated that the
attacks are actually GPS hacking caused by
a non-state actor: sand smugglers.108 However, the technology appears to be quite
advanced, which researchers believe indicates that the Chinese government may be
behind these attacks.
Another analyst, Bjorn Bergman, was intrigued by the reports and found similar
crop circle phenomena in at least 20 other
locations along the Chinese coast. Bergman assessed that 16 of these identified
sites were oil terminals. A few of the other
sites were Chinese government installations. Bergman assed that the oil terminals suggest that this could be an effort by
the Chinese government to support Iran
through importing Iranian crude oil in violation of sanctions.109

Figure 4 (above): GPS Crop Circles Near Dalian China. Research organization Skytruth found
that two GPS interference locations around an oil terminal were active and had a dramatic
effect on scrambling vessel positions in the area on September 5, 2019. Some vessels were
even shown to be far inland. “On the water many positions are appearing with very high speeds
(over 25 knots, red) and it’s not possible to distinguish true and false locations. However, some
slow speed positions (green) are appearing at dock where they would be expected, so some AIS
broadcasts appear to be unaffected.”
skytruth / ais data courtesy of global fishing watch / orbcomm / spire.
Figure 5 (below): Map of Reported AIS Outages Depicting the Crop Circle Patterns.
skytruth / ais data courtesy of global fishing watch / orbcomm / spire
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Due to the proximity to oil terminals, Bergman similarly assesses that the spoofing
signals are being broadcast by the Chinese government.110 Similarly, Humphries
believes it is unlikely that a non-state actor could have developed this highly advanced technology.111
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Cyber

“The PLA unit responsible for conducting signals intelligence has supported cyberespionage against U.S.
and European satellite and aerospace
industries since at least 2007.”
DEFENSE INTELLIGENCE AGENCY,
CHALLENGES TO SECURITY IN SPACE112

U.S. Geological Survey

2005

NASA

Through the SSF,
NOAA
China has been
Indian Government
integrating
its
Private Industry
advanced cyber
capabilities with
its counterspace and electronic warfare
operations. The U.S. Defense Intelligence
Agency assessed that: “The PLA could employ its cyberattack capabilities to establish information dominance in the early
stages of a conflict to constrain an adversary’s actions, or slow its mobilization and
deployment by targeting network-based
command, control, communications,
computers, intelligence, surveillance, and
reconnaissance (C4ISR), logistics, and
commercial activities.”113
Chinese hacks against secure government networks to steal personal information and technical data are well known,
but the country’s efforts to attack and
infiltrate space systems has received
relatively less attention.114 Chinese writings and research efforts indicate that
in a conflict it would attempt to conduct
cyberattacks against U.S. satellites and
ground stations.115 Specifically, “PLA military writings detail the effectiveness of
information operations and cyberwarfare
in modern conflicts, and advocate targeting an adversary’s Command and Control
and logistics networks to affect the adversary’s ability to operate during the early
stages of conflict.”116
China has already been implicated or
suspected in several cyberattacks against
U.S. satellites.117 In October 2007 and
again in July 2008, cyberattacks believed
to originate in China targeted a remote
sensing satellite operated by the U.S. Geological Survey called Landsat-7. These
attacks are believed to have occurred
through a ground station in Norway.118
Each attack caused 12 or more minutes
of interference with ground station communications, but the attackers did not
gain control of the satellite. In June and
October of 2008, hackers also believed
to be from China attacked the National
Aeronautics and Space Administration’s
(NASA) Terra Earth observation satellite.
In these attacks, the hackers “achieved all

LANDSAT-7
Caused 12 minutes or more of
interferrence
LANDSAT-7
Caused 12 minutes or more
of interferrence
JUNE

2010

TERRA EARTH
Took full control of the satellite
but did not execute any
commands
OCTOBER

TERRA EARTH
Took full control of the satellite
but did not execute any
commands

2015

2020

UNIDENTIFIED
Attack forced NOAA to take down
the system and stop transmitting
satellite images to the National
Weather Service for two days

VIDEO CHAT
Took control of secure satellite
video link for four to five minutes
U.S.-BASED SATELLITE &
GEOSPATIAL IMAGERY
COMPANIES
Hackers infiltrated satellite control
systems but did not execute any
commands

Figure 6: Timeline of Suspected Chinese
Cyber Interference with Space Systems.
various sources compiled by the
aerospace security project

steps required to command the satellite
but did not issue commands.”119
A 2019 NASA Inspector General report references several Chinese cyber intrusions
into NASA, including a 2009 Chinese cyberattack on the Joint Propulsion Laboratory (JPL) which resulted in 22 gigabytes
of data being transferred to a Chinese IP
address. Another transfer of data to Chinese IP addresses occured in 2011 when
“intruders gained full access to 18 servers
supporting key JPL missions, including
the DSN [Deep Space Network] and Advanced Spaceborne Thermal Emission
and Reflection Radiometer mission, and
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sensitive user accounts.” The Advanced
Spaceborne Thermal Emission and Reflection Radiometer mission is a joint project between NASA and Japan’s Ministry
of Economy, Trade, and Industry.120
In September 2014, Chinese hackers attacked National Oceanographic and Atmospheric Administration’s (NOAA) satellite information and weather systems.
The attack forced NOAA to take down the
system and stop transmitting satellite images to the National Weather Service for
two days before the organization was able
to seal off the vital data.121 After the attack
was made public almost two months later, U.S. Representative Frank Wolf (R-VA)
announced that NOAA had informed him
that China was responsible for the hack
on its systems. Chinese officials denied
these claims, asserting that cyberattacks
are common in today’s world.122
Anonymous sources in India leaked in
October 2017 that a “high-profile government meeting last month involving video
chat via satellite was compromised by
Chinese hackers”. The video was in Chinese control for four to five minutes before Indian cybersecurity teams were able
to launch a counterattack and neutralize
the breach. The sources also claimed
that the attack was able to breach the
nation’s “most sophisticated and secret
link.” However, the sources note that the
Indian response team was unable to conclusively identify if the attack came from
the Chinese government or non-state cybercriminals.123
On June 19, 2018, several researchers at
Symantec—a U.S. software company—
reported that a “sophisticated hacking
campaign launched from computers
in China burrowed deeply into satellite
operators, defense contractors and telecommunications companies.” The two
targeted companies were U.S.-based
satellite companies, a DoD submarine
contractor, and a U.S. geospatial imaging company.124 The researchers could
not determine exactly which systems had
been accessed in the breach, but they did
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admit that “the hackers infected computers that controlled the satellites, so that
they could have changed the positions of
the orbiting devices and disrupted data
traffic.” While Symantec did not directly
blame the Chinese government for the attack, the company made it clear that the
well-coordinated attack originated from
the Chinese mainland.125
Later in 2018, the United States charged
two Chinese nationals for their involvement in a decade-long cyber theft program, sponsored by the Chinese government. The program targeted aerospace
industry companies, as well as NASA’s
Goddard Center and JPL. However, specific details of attacks by this group remain classified.126

SUMMARY
Overall, there appears to be an interesting shift in Chinese counterspace developments in 2019. Through the opensource assessment above, it appears that
China has paused, or at least slowed, development and testing of its kinetic physical counterspace capabilities. This could
be because its kinetic ASAT capabilities
are well developed or because kinetic
physical counterspace weapons are overt
weapons that would likely draw a strong
international condemnation if ever used.
However, beginning in late December
2019 and through early January 2020,
there is evidence that China’s inspector
satellite, SJ-17, was moving around in
GEO, possibly signaling a return to operations after a hiatus of nearly a year.127
China is greatly increasing its development, testing, and fielding of non-kinetic physical and electronic counterspace
weapons. The operational deployment
of lasers capable of dazzling or blinding
U.S. satellites seems imminent, if it has
not occurred already. Furthermore, China is growing bolder with its electronic
jamming and spoofing capabilities and
may be using these technologies to hide
SPACE THREAT ASSESSMENT 2020

illegal activities on its own coast or in the
South China Sea. In 2020, it is likely that
satellite jamming and spoofing capabilities will continue to be deployed and
used in areas of gray zone conflict, such
as the South China Sea and perhaps even
to deter protests in Hong Kong.
China’s cyberattacks against space systems have either not been publicly discussed or did not occur in 2019. However,
this does not mean China is incapable of
using cyber means to attack vulnerable
space systems or has abandoned this line
of effort.

Number of Successful
Orbital Launches in 2019128
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RUSSIA
“[Russian] leadership must be restored [in the space
domain]. This is
not just a question
of prestige, but of
national security.”
DMITRY MEDVEDEV, FORMER
RUSSIAN PRIME MINISTER129

W

ITH THE DISSOLUTION OF THE SOVIET UNION IN 1991,
Russia inherited both the majority of the former state’s vast
space infrastructure and its place among the global space
powers.130 Since then, Russia has maintained a leading role
in the global space community by operating the third-largest number of
satellites on orbit, serving as a critical partner in international human
spaceflight, and managing several of the world’s busiest spaceports—all
while facing an inconsistent federal budgetary environment and claims
of widespread internal corruption.131 By some metrics, Russia’s space
activity pales in comparison to the Soviet Union, which launched more
payloads to orbit than all other countries combined before its collapse.132
Other measurements, however, such as launch vehicle reliability and human spaceflight achievements, describe a formidable space actor with
remarkable resilience in a rapidly changing space domain.

As the only ISS partner agency with a human-rated launch vehicle, Russia
is responsible for ferrying all astronauts to and from the space station using its Soyuz rocket.133 Since the U.S. Space Shuttle’s final flight in 2011,
Russia has launched 53 foreign astronauts to the ISS, including 34 Americans.134 At over $80 million per seat, carrying passengers to orbit makes
up 17 percent of the Russian space agency’s annual budget, according to
leaked budget documents from 2018.135 For decades, NASA has had plans
to develop a U.S. launch vehicle capable of transporting its astronauts to
the ISS, lowering its dependence on the Russian Soyuz launch vehicle.
With the first crewed flight test of the SpaceX Dragon capsule expected
later this year as part of the U.S. Commercial Crew Program, the Russian
space agency may soon find itself with many fewer human spaceflight
customers compared to the past decade.136
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Despite the geopolitical tensions on
Earth, Russia has pursued robust international partnerships in the space domain in addition to its commitments as
part of the ISS agreement. For example,
the Russian space agency has entered
into discussions with the China National
Space Administration to pursue cooperative lunar exploration missions beginning
in 2020.137 Since 2011, Russia has used the
low-latitude Guiana Space Centre operated by the European Space Agency to
launch Soyuz rockets, making it the only
country in the world to launch a native orbital launch vehicle from a spaceport operated by another space agency.138 Russia
has also indicated its interest in continuing its partnership with the United States
after the ISS retires.139
While largely successful, the Russian
space industry has also been plagued
with serious corruption scandals. In
2018, Russia’s principal federal investigation authority discovered that fraud
cases within the country’s space and
defense industry reached $1 billion.140
Roscosmos, the Russian space agency,
has been particularly wrought with corruption. Last year, a high-level agency
official—who was likely linked to an internal embezzlement scheme—fled the
country to Europe while he was under
investigation.141 Also in 2019, 58 people received jail sentences after $172
million was stolen from the Vostochny spaceport in the Russian Far East.142
Only a fraction of the monies lost had
been recovered as of November 2019.
When asked about the culture of corruption at Roscosmos, the director of
the Russian Investigative Committee
said “there is no end in sight.”143
In light of these issues, Roscosmos has
announced extravagant spaceflight plans
for the upcoming decade. In a presentation to students at Moscow University
in May 2019, the agency’s director announced the country’s plans to invest in
a new crewed space vehicle with flights
to the ISS by 2023, develop a new heavy20
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Figure 7: Russian Orbital Space Launches (1957-2019).
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lift launch vehicle, and even land cosmonauts on the Moon by 2030.144 The scale
of these new missions would almost certainly require the country to increase its
budget for space activities, likely putting
the space agency at odds with other federal spending priorities.145

SPACE ORGANIZATION
AND DOCTRINE
Most state-sponsored space activities
in Russia are linked to one of two government organizations: Roscosmos, the
country’s civilian space body, and the
Russian Aerospace Forces, the branch of
the Russian armed services tasked with
military operations in the space domain.
Roscosmos, known as the Russian Federal Space Agency until 2015, inherited
significant space infrastructure from its
predecessor, the Soviet space program.146
Tasked with the pursuit of international
cooperation with space partners around
the world, Roscosmos is one of five principal partners that support the ISS, along
with civilian space agencies in the United
States, Japan, Canada, and Europe.147
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When the Russian Ministry of Defense was
created in 1992, Russia established the
world’s first space force.149 Now known as
the Russian Space Forces subbranch—a
part of the broader Russian Aerospace
Forces—the Russian Space Force is responsible for launching military satellites,
maintaining space-based assets, monitoring space objects, and identifying potential attacks against the Russian homeland from space.150
Russia considers the “intention to place
weapons in outer space” a main external military danger and describes establishing “an international treaty on [the]
prevention of placement of any types
of weapons in outer space” as a principal task for the Russian state in its military doctrine.151 Although Russia and
China co-submitted the “Treaty on the
Prevention of the Placement of Weapons in Outer Space, the Threat or Use of
Force Against Outer Space Objects” to
the Conference on Disarmament in 2008,
the United States dismissed the proposal as a “diplomatic ploy,” and refused to
support it.152 In 2014, Russia and China
reintroduced the treaty, prompting a
similarly chilly reaction from the United
States. In response to the Indian ASAT

test in March 2019, the Russian Ministry
of Defense acknowledged India’s otherwise strong dedication to preventing an
arms race in space while simultaneously
blaming the United States for creating an
environment in which developing space
actors are compelled to test anti-satellite weapons on orbit—a clear jab at U.S.
opposition to Russia and China’s failed
treaties.153

weapon when it destroyed a domestic
satellite in LEO using a co-orbital ASAT.
Called Istrebitel Sputnikov (IS), meaning “satellite destroyer” in Russian, the
first Soviet co-orbital ASAT was tested 20
times between 1963 to 1982, destroying
several targets launched as part of the
program.158 A follow-on version of the IS
system, known as IS-MU, was operational
from 1991 to 1993.159

Although Russia’s military doctrine has not
been publicly updated since December
2014, some analysts expect a new version
may be released later this year.154 Since the
last military doctrine was released, Dmitry
Rogozin—the Roscosmos director general
and former deputy prime minister for defense—has stated that Russia does not use
satellites to damage other space objects.155
More recently, Russian military leaders
have suggested that the Trump administration’s support of the U.S. Space Force
warrants new “reciprocal and asymmetrical measures” from Russia in the space domain.156 In a December 2019 address, Russian President Vladimir Putin stated that
the creation of a U.S. Space Force requires
Russia to further invest in its own military
space industry.157

Prior to the fall of the Soviet Union, the
country began developing a much more
capable co-orbital ASAT known as the
Naryad. Reportedly designed to reach altitudes as high as 40,000 km and contain
multiple warheads in a single launch, the
Naryad would likely have posed a serious
threat to satellites in GEO.160 The system
saw limited testing—with just one launch
in 1994—and no confirmed intercepts.161

COUNTERSPACE
WEAPONS
Kinetic Physical
Evidence suggests that Russia has invested in a sweeping range of kinetic
physical counterspace capabilities over
the past decade, including ground- and
air-launched direct-ascent ASAT missiles
capable of targeting satellites in LEO and
co-orbital ASAT weapons that could operate in any orbital regime. Russia’s kinetic
physical counterspace activities often
closely resemble previously operational Soviet-era ASAT programs, suggesting
that the country has benefited from decades of ASAT weapons research conducted by the Soviet Ministry of Defense.
On October 20, 1968, the Soviet Union became the second country in the world to
successfully demonstrate a counterspace

Unlike the Soviet Union, Russia’s kinetic
physical counterspace arsenal includes
ground-launched direct-ascent ASAT
missiles. In December 2018, Russia conducted its seventh test of the PL-19/Nudol
direct-ascent ASAT system.162 The PL-19/
Nudol completed its first successful flight
test in November 2015, after two unsuccessful attempts.163 Unclassified U.S. reports suggest that both this launch, and
a previous test in March 2018, used a mobile transporter erector-launcher (TEL)
within the Plesetsk Cosmodrome complex instead of a static launch pad.164 Although at least six of the seven launches
are verified to have originated from Plesetsk, a mobile launch system would theoretically allow the ASAT to be launched
outside of the Cosmodrome facility, ensuring greater flexibility to target LEO satellites in inclinations above 40 degrees as
they transit over Russian territory.165
Although not specifically designed as direct-ascent ASAT weapons, Russian mobile-launched S-400 surface-to-air missiles—capable of reaching a maximum
altitude of 200 km—could potentially
reach a satellite in LEO. The follow-on
surface-to-air missile system, the S-500, is
expected to reach altitudes up to 300 km
if launched directly upward.166 Oleg Ostapenko, Russia’s former deputy minister
of defense, once stated that the S-500
will be able to intercept “low-orbital
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satellites and space weapons.”167 First
tested in 2018, the new missile’s production timeline has since slipped, and
“there has been no indication of when
an actual S-500 will be made available.”168 Like the PL-19/Nudol system,
using the S-400 or eventually the S-500
as a direct-ascent ASAT would require a
high-precision targeting capability that
has yet to be demonstrated via a destructive test.169
A modified Russian MiG-31 fighter jet was
photographed in September 2018 carrying an unidentified missile that some reports suggest could be a “mock-up” of an
air-launched ASAT weapon.170 Although
this development follows a 2013 statement from the Russian Duma expressing the Russian government’s intent to
build an air-to-space system designed
to “intercept absolutely everything that
flies from space,” the system depicted in
the September 2018 photo would almost
certainly be limited to targeting objects
in LEO, due to its size.171 In 2017, a Russian Aerospace Forces squadron commander confirmed that an ASAT missile
had been designed for use with the MiG31BM aircraft—the same variant spotted
with the mysterious missile.172 Citing
several sources familiar with a U.S. report on the new weapons system, CNBC
reported that the missile may become
operational as soon as 2022.173
Russia has not publicly announced the
development of a new co-orbital ASAT
program since the fall of the Soviet Union. In the past few years, however, the
Russian Aerospace Forces has launched
a series of small “inspector” satellites in
LEO that have demonstrated some of the
technologies required to operate such a
system. In 2017 and 2018, three small Russian satellites—Cosmos 2519, 2521, and
2523—engaged in RPO in LEO, prompting
a statement of concern from the U.S. State
Department.174 Although a June 2017 Russian Soyuz launch appeared to place just
one satellite in LEO—Cosmos 2519—a second satellite was detected two months lat22

er, likely deployed from the first as a subsatellite.175 The Russian Ministry of Defense
made a statement saying that the second
satellite was designed to “inspect the state
of a Russian satellite.”176 In October 2017,
a third satellite was deployed from either
Cosmos 2519 or its subsatellite, resulting
in three independent satellites in orbit.
Over the course of several months, the
satellites engaged in a series of maneuvers
and RPO exercises, including slow flybys,
close approaches, and rendezvous. In
February 2020, Chief of Space Operations
of the U.S. Space Force General John Raymond appeared to refer to one of these
three satellites when he said that Russian
inspector satellites have “exhibited characteristics of a weapon.”177
Analysis published in Jane’s Intelligence
Review used Russian procurement documentation and contractor reports to
connect Cosmos 2519, 2521, and 2523
with the program name Nivelir.178 Contracts signed in 2016 between the Nivelir
program and a Russian company known
for developing radiation-absorbing materials suggest that future Nivelir satellites—such as Cosmos 2535, 2536, 2537,
or 2538, all launched in July 2019—may
be coated with a protective film to avoid
being tracked by optical or infrared sensors from the ground or in space.179
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MiG-31BM “Foxhound” Aircraft on September 14, 2018. Photographed at the Zhukovsky airfield outside of Moscow, the aircraft
is carrying what has since been identified as a
potential anti-satellite weapon.
shipsash / jetphotos.com

Spying on a Spy Satellite
ON NOVEMBER 25, 2019, Russia
launched a small satellite, Cosmos 2543,
into what the Russian Ministry of Defense described as a “target orbit from
which the state of domestic satellites can
be monitored.”180 Two weeks later, the
ministry announced that a subsatellite,
Cosmos 2542, had been deployed from
Cosmos 2543.181
Three days after its deployment, Cosmos
2542 performed an orbital maneuver
to synchronize its orbit with USA 245,
what is believed to be a U.S. National
Reconnaissance Office (NRO) satellite.
Amateur satellite observers who record
and share satellite observations online
noticed that USA 245 performed its own
maneuver soon thereafter, possibly to
steer clear of Cosmos 2542.182 In January
2020, Cosmos 2542 maneuvered toward
the American spy satellite again, this
time coming as close as 50 km.183 A day
later, USA 245 made another maneuver,
further distancing itself from the Russian
inspector satellite.184
In an interview with SpaceNews, General John Raymond, the Commander of
U.S. Space Command and Chief of Space
Operations of the U.S. Space Force, confirmed the close approach, adding that
he believed it was intentional.185

Figure 8: Orbital Trajectories for Cosmos 2542 and USA 245 on January 23, 2020.
Since orbital parameters for classified satellites do not appear in the U.S. Space Command’s public catalog of space objects, analysts use observations from amateur astronomers to calculate USA 245’s orbital trajectory.
nico janssen / satobs.org

Russia’s newest co-orbital system may
be designed to target satellites in GEO.186
Designated Burevestnik, this program will
likely employ low-thrust but highly-efficient electric propulsion to maneuver
lightweight satellites—possibly similar to
those from the Nivelir program—around
the GEO belt.187 A report published in
2019 indicated that a new ground control center was being built for Nivelir and
Burevestnik at the same site the Soviets
used to control the Istrebitel Sputnikov
missions in the 1960s.188
Although there is no evidence yet of lightweight Russian satellites maneuvering in
the GEO belt, a larger satellite has been
observed engaging in suspicious RPO activity in the regime. The satellite—known
as Olymp-K or Luch—has attracted attention for shifting its position within the geosynchronous belt on a relatively frequent
basis, occupying at least 19 different positions since its launch in September 2014.189
Luch first attracted attention when it
repositioned itself between two satellites
operated by Intelsat, a U.S. satellite communications company.190 Approaching
satellites in GEO in this manner could allow for close inspection or potentially interception of their communication links.191
In September 2015, Luch approached
a third Intelsat satellite.192 The international response escalated in September
2018, when French Minister of the Armed
Forces Florence Parly accused Russia of
committing “an act of espionage” after it
approached a French-Italian military satellite “a bit too closely” in October 2017.
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Figure 9: Luch Continues to Explore
the GEO Belt. The Russian satellite has
stopped at 19 different positions in the
geostationary belt since its launch in
2014, including those depicted here in
2019. Learn more about Luch’s behavior,
including a list of the satellite’s nearest
neighbors at aerospace.csis.org/luch.
space-track.org / csis aerospace security

Analysis of Luch’s on-orbit behavior since
its launch in 2014 suggests that the satellite has approached 11 unique Intelsat
satellites, four Eutelsat satellites, two SES
satellites, and at least nine other satellites
operated by Russia, Turkey, Pakistan, the
United Kingdom, and the European Space
Agency.193 Although Luch appears to be
maneuvering around the GEO belt in a
systematic, deliberate manner, no public
reports suggest it has damaged any of the
neighboring satellites along the way.

Non-Kinetic Physical
Evidence suggests that Russia has both
maintained its non-kinetic physical counterspace capabilities from the Soviet era—
including detonating nuclear weapons at
high altitudes, using nano-sized obscurants on orbit, and placing laser weapons
on aircraft—and built upon them over the
past 10 years.
24

In 1962, the Soviet Union detonated
three nuclear warheads about 400 kilometers above the Earth’s surface—near
the altitude of the U.S. Starfish Prime
test that same year—in a series of tests
known as Operation K.195 As suspected
by the Soviet engineers who planned
the tests, Operation K demonstrated
the devastating effects of an EMP weapon in LEO. Though nuclear warheads
were tested as part of the early Istrebitel
Sputnikov tests, the program’s successful intercepts used conventional warheads instead, which lowered the risk
of inadvertently damaging Soviet satellites on orbit during testing.196 Thirty
years later, Vladimir Lukin, a senior Russian legislator, reminded the international community of Russia’s retained
EMP capabilities when he threatened a
delegation of U.S. congressmen during
an official visit in May 1999, saying:
Hypothetically, if Russia really wanted to hurt the United States . . . [it]
could fire a submarine launched
ballistic missile and detonate a single nuclear warhead at high-altitude over the United States. The resulting electromagnetic pulse would
massively disrupt U.S. communications and computer systems, shutting down everything. No internet.
Nothing. 197
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“We have achieved significant
progress in laser weapons.”
VLADIMIR PUTIN, RUSSIAN PRESIDENT 194

Academic articles, government contracts,
and patent documentation suggest that
Russia is sponsoring scientific research
into on-orbit aerosol obscurants—nanoparticles that can block radiofrequency
and optical signals to and from a satellite—which could be used to hide Russian
satellites from space situational awareness sensors on the ground or as part of an
offensive co-orbital attack.198 According to
analysis published by the website Space
Review, Russia’s Scientific Research Institute of Applied Chemistry (NIIPKh), known
for its previous work in aerosol particle
development, was awarded a contract
from the previously-discussed Burevestnik program in 2015. Although there is no
evidence that particle obscurants have
been tested on orbit, an article written by
NIIPKh affiliates in 2016 suggested that
the technology could be installed on satellites, where it could be used to defend
assets from kinetic physical attacks but
also for “disabling” satellites from a close
distance.199 If deployed from a nearby satellite, particle obscurants could be used to
temporarily degrade a target satellite by
obstructing optical sensors or interfering
with radio communications to and from its
ground stations.
Leaked photos, statements from Russian
defense contractors, and Russian news
reports suggest that a Soviet-era laser
weapon from 1965 has been revived to
target satellites in LEO.200 In 2011, photos of a modified Ilyushin Il-76MD cargo
plane, known as the Beriev A-60, featuring what appears to be an upward-facing laser on the fuselage and a targeting
system built into its nose cone, were uploaded to an online forum for Russian
plane enthusiasts. The system, known as
Sokol Eshelon, was likely tested two years
earlier to illuminate a Japanese satellite
on orbit at an altitude of 1,500 km.201 In
2017, the general director of Almaz-Antey, a weapons manufacturer with ties to
the program, told a Russian news outlet
that his company had been ordered to
develop a system capable of “direct functional destruction of those elements deployed in orbit.”202 A year later, however,
Interfax reported that Almaz-Antey had
finished work on a new air-based laser

ASAT system that would most likely rely
on a “fundamentally new aircraft [that is]
not based on the Il-76MD.”203 Regardless
of the aircraft on which the laser weapon is mounted, such a weapon could be
capable of damaging its targets’ optical
sensors and solar arrays from anywhere
in Russia’s vast airspace.
In a presidential address in March 2018,
Russian President Vladimir Putin announced the development of a new directed-energy weapon.204 Russian news
outlets later reported that the groundbased laser weapon, known as Peresvet,
was first delivered to Russian troops in
July 2017 and had been placed on “experimental combat duty” in December
2018.205 A video released by the Russian
Ministry of Defense shows the weapon
mounted on a trailer, suggesting some
degree of mobility.206 Russian officials
told reporters that the system is distributed over two platforms, with the second
responsible for the laser’s power source.
Yury Borisov—former Russian deputy
minister of defense, now the country’s
deputy prime minister—commented
that Peresvet would be made more compact over the next two to three years.207
President Putin recently announced that
the weapon would be placed “on standby alert” in December 2019.208 Although
the most critical details about Peresvet
remain unknown.209

Electronic
The Russian government has been accused of widespread GPS jamming and
spoofing since 2014, affecting civilian
and military vessels near Russian territory, commercial and civilian aircraft in
the Arctic Circle, and handheld consumer devices in downtown Moscow and St.
Petersburg.211 Despite overwhelming
evidence that Russia has employed the
use of mobile, ground-based electronic
counterspace weapons on a regular basis both within its borders and abroad,
the Russian state has repeatedly denied
any wrongdoing.212
Since the beginning of the 2014 Crimean
conflict, Russia has used a variety of jamming and radio-monitoring platforms—

“GNSS [Global
Navigation
Satellite System]
spoofing
activities in
the Russian
Federation,
its occupied
territories, and
its overseas
military facilities
are larger in
scope, more
geographically
diverse, and
started earlier
than any public
reporting has
suggested to
date.”
CENTER FOR ADVANCED
DEFENSE STUDIES210
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exercises in the region, including a Russian-Belarusian joint exercise in Russia
in 2017, a NATO exercise in Norway, Sweden, and Finland in 2018, and a nearby
British exercise in 2019. After Norway announced that Russia was responsible for
the regional jamming incidents, the Norwegian Communications Authority made
plans to establish a satellite signal measurement station to better understand the
GPS jamming environment in the region.221

The Trailer-Mounted Peresvet Laser Weapon System. Some observers suspect that the

laser’s power levels will allow it to target satellites in LEO.
russian defense ministry

including the truck-mounted R-330Zh
jammer and the R-381T2 radio monitoring system—to deny Ukrainian forces access to consistent GPS and satellite communication services.213
Similarly, Russia reportedly deployed a
Krasukha-4 truck-mounted jamming system in Syria, another conflict region, and
supplied the Syrian army with R-330P
radio jammers.214 Using sensor data
from the International Space Station,
analysts at the Center for Advanced Defense Studies (C4ADS) and the University
of Texas at Austin identified “potential
military-grade EW systems” likely de-

signed for “airspace denial purposes” at
Khmeimim airbase, a Russian-operated
air base in western Syria.215
Russia’s use of electronic counterspace
weapons is not restricted to conflict
zones. Starting in late 2017, civilian and
commercial aircraft operators in the
northernmost region of Norway—Finnmark County, which borders Russia’s
Murmansk Oblast—began reporting recurring GPS signal outages during flight.220
Analysis of notice to airmen (NOTAM)
alerts distributed from September 2017
to January 2019 shows a correlation between GPS signal outages and military

A $4,000 Taxi to the Kremlin
IN JUNE 2016, visitors to downtown Moscow began noticing a problem with their
mobile devices’ mapping services.216 When driving or walking near the Kremlin, at
the center of the city, users reported being directed to follow implausibly inefficient
routes. In some cases, mapping software suggested a detour of just a few blocks. In
others, mobile device users were directed as far away as the Vnukovo Airport, almost
50 kilometers southwest of the Kremlin.217 Visitors were particularly affected when
using ride-sharing services, complaining on Twitter about $3,000 to $4,000 fare estimates due to the mapping errors.218
These map users were likely receiving false positioning signals, leading them to specific,
incorrect locations away from the Kremlin. Residents of St. Petersburg began reporting
similar issues during a visit from President Vladimir Putin in December 2016.219
26
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In 2017, over 20 ships operating in the
Black Sea reported gross GPS position
errors as they sailed near the Russian
coast.222 The incidents were first reported by the U.S. Maritime Administration. A
C4ADS report from March 2019 identified
hundreds more “denial-of-service” occurrences in the region from both before and
after the original report where onboard
GPS devices were calculating false coordinates for the vessels.223 In many cases,
GPS devices calculated ships’ positions as
being at a nearby Russian airport, and not
in the Black Sea. The report—a collaborative study between C4ADS, the University
of Texas at Austin, and Palantir Foundry—also suggested a specific location for
at least one of the spoofing devices responsible: “a multi-million dollar ‘palace,’
formerly owned by family members of
senior Federal Protective Service officers
and previously reported to be built for
President Putin.”224 The FSO is the Russian counterpart of the Secret Service in
the United States, a federal agency responsible for senior government leaders’
personal security.
The C4ADS report suggests that the FSO’s
relationship with Russia’s use of electronic counterspace weapons does not stop at
the seaside palace. The report identified
12 occurrences in which evidence of oneoff PNT spoofing events corresponded
with the movements of Russian President
Vladimir Putin, his senior advisers, or FSO
officers, suggesting that “some devices
used to conduct this activity are mobile
and can be temporarily deployed at a
location to create local areas of effect.”225
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In two of those cases, the Russian president was visiting the newly-constructed
Crimean Bridge, which physically connects Crimea with the Russian mainland.
On May 15, 2018, the second of those two
visits, President Putin celebrated the project’s completion by driving across the
bridge in a motorcade of construction vehicles. Based on the locations of the ships
experiencing GPS spoofing at the time—
which typically must be within the line of
sight of the spoofing device feeding them
false coordinates—it is possible that the
spoofing device was contained in one of
the vehicles in Putin’s motorcade.
Several months after Putin’s visit, the
Crimean Bridge was the site of a military
conflict in which Russia was accused of
using electronic weapons. In November
2018, the Russian Coast Guard opened
fire on three Ukrainian Navy ships as
they attempted to pass underneath the
Crimean Bridge from the Black Sea into
the Sea of Azov, in what became known
as the Kerch Strait incident. A month
after the incident, which injured six
sailors according to Ukraine, Ukrainian

Figure 10: Russian President
Vladimir Putin Visiting the
Newly Constructed Crimean
Bridge Connecting Crimea to
Mainland Russia on May 15,
2018. Denial-of-service reports
from vessels near the bridge
at the time of the visit suggest
that a spoofing device may
have been contained in one of
the orange construction trucks
that made up the president’s
motorcade.
alexander nemenov / afp /
getty images

Navy Commander Ihor Voronchenko
accused Russia of spoofing GPS signals
and jamming access to the Iridium satellite communications network.226
In 2016, Russia announced plans to
install GPS jammers on the country’s
250,000 cell phone towers.227 The system, called Pole-21, is aimed at providing more widespread GPS jamming to
protect Russian assets against cruise
missiles, drones, and precision-guided
munitions. In November 2019, the Russian military confirmed that the first
units have been delivered.228
Russian electronic counterspace activities may not be limited to groundbased systems. Late last year, Russian
news reports suggested that the Russian Aerospace Forces may upgrade its
Porubshchik electronic warfare aircraft,
which could be used to jam satellite
signals across wider regions than a
truck- or tower-mounted jamming device.229 Although there is no evidence in
the public domain that Russia employs
space-based electronic counterspace
weapons, analysis of Russian procure27
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ment documentation from 2014 points
to a new program called Ekipazh that
may feature a nuclear-powered jamming device on orbit.230 Early reports
from the program’s manufacturers suggest that test flights could begin as early
as 2021.

Cyber
Foreign governments regularly accuse
Russia of widespread international cyberwarfare.231 In the space domain, a
group of hackers with links to the Russian Federal Security Service called
Turla has been hijacking the internet
services of older commercial satellites
since 2007.232 More recently, from 2017
to 2019, Turla infiltrated government
agencies and private companies in more
than 20 countries according to reports
from the British National Cyber Security Centre and U.S. National Security
Agency.233 During the attacks, the group
attempted to disguise themselves as
an Iranian hacking organization by first
gaining access to computer infrastructure previously associated with Iranian
cyberattack operations. In April 2015, a
French satellite TV network was pulled
off the air in an attack linked to another
Russian hacker group known as APT 28.234
Later that year, APT 28 gained access to a
British television station’s computer network, but did not tamper with any of its
broadcasted programming.235
Russian cyberattacks on state governments and international organizations
extend well outside of the space domain,
earning criticisms from Estonia, Ukraine,
the United States, the United Kingdom,
France, Germany, Kyrgyzstan, and the
Netherlands.236 In August 2019, NATO
Secretary General Jens Stoltenberg specifically addressed Russia’s nefarious
activities in the cyber domain in an editorial about NATO’s renewed cybersecurity efforts. No other state perpetrators
were mentioned.237 Russia’s Ministry of
Foreign Affairs has developed a consistent pattern of denying accusations of
wrongdoing in the cyber domain, calling
28

the negative attention “stage-managed
propaganda campaign[s]” and “Western
spy mania.”238

SUMMARY
While the Soviet Union developed weapons in just two of the four counterspace
categories—kinetic and non-kinetic
physical weapons—Russia has invested
in all four over the past 10 years. Evidence
suggests that Russia is developing an airlaunched direct-ascent ASAT missile, has
already tested a ground-based direct-ascent ASAT, and is reinvigorating an array
of co-orbital counterspace technologies
more than 50 years after the Soviet Union became the first and only country
to successfully destroy a target satellite
using a co-orbital ASAT weapon. Russia
has built off of the Soviet Union’s arsenal
of non-kinetic counterspace weapons
by reviving a Soviet-era air-based laser
weapon and unveiling a new groundbased trailer-mounted laser weapon.
In just the past few years alone, Russia
has become one of the world’s greatest
perpetrators of electronic counterspace
warfare, jamming and spoofing PNT and
communications satellite signals in conflict zones, nearby territories, and within its own borders. Although difficult to
verify, Russia is also almost certainly capable of targeting satellites and associated ground stations through vulnerable
computer networks. With new weapons
added to the Russian counterspace arsenal each year since 2018, it is clear that
the country has renewed its focus on
developing and maintaining its ability to
disrupt, degrade, or destroy adversaries’
assets on orbit.239
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“The United
States will not
allow Iran to use
its space launch
program as cover
to advance its
ballistic missile
programs,”
MIKE POMPEO, U.S.
SECRETARY OF STATE241

O

FTEN CITED AS A THINLY VEILED COVER for its ballistic missile
program, Iran’s space capabilities are relatively minimal.242 Iran’s
space and ballistic missile systems are likely based on Russian
and North Korean programs. This analysis is supported by the
weak aerospace industrial base in the country, suggesting that Iran is unlikely to have the technical and industrial capability to develop complex
launch technology from scratch.243 In 2009, Iran successfully launched its
first domestically-manufactured satellite on a Safir-1 rocket, making it the
ninth country at the time to have launched an indigenous satellite.244 The
Iranian Space Agency (ISA) continues to claim to have sent various living
creatures into space in the last decade, including a monkey two times in
2013.245 The agency had previously aimed to put a human in space by 2025,
but human spaceflight aspirations were put on hold in 2017 due to budget
constraints, likely linked to U.S.-imposed sanctions. However, the ISA has
continued to focus on improving its SLVs.246

Iran’s main launch facility, the Imam Khomeini Spaceport, is located in a
larger domestic space facility, the Imam Khomeini Space Center, in the
Semnan Province east of Tehran. The site is also used as one of eight missile test and launch sites in the country.247 Iran had four successful launches from 2009 to 2015 that put various operational satellites into orbit,
none of which stayed in orbit longer than a few months.248 In 2014, Iran
reportedly signed an agreement with Russia for its assistance in the development and launch of Iranian satellites and possibly the training of future
Iranian astronauts.249
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“Iran recognizes the strategic value of
space and counterspace capabilities.”
U.S. DEFENSE INTELLIGENCE AGENCY

The U.S. Intelligence Community has
assessed that “Iran recognizes the strategic value of space and counterspace
capabilities” and that continued work
to develop space launch vehicles will
shorten the timeline to create a successful ICBM.250 Iran is an unusual case
as countries have historically constructed space launch capabilities from military ballistic missile programs, not the
other way around.251 In addition to SLVs,
Iran has also developed space capabilities with military applications such as a
space monitoring center announced in
June 2013 that uses radar, electro-optical, and radio tracking.252 Iran continues
to focus on space situational awareness
monitoring, announcing in 2018 that

Failed Launch Attempt
ON AUGUST 25, 2019, the head of the Iran
Space Agency was quoted in state media
saying that the agency planned to launch
three satellites into orbit by March of 2020.
The goal of these three satellites would be
to help aid civilians through improving
navigational, agricultural, and environmental monitoring services.258 Four days
later, on August 29, satellite imagery from
the Earth-imaging company Maxar Technologies showed a launch pad at the Imam
Khomeini Space Center that appeared
to be the aftermath of a failed launch attempt. Satellite imagery analysts were
able to note that the pad had been recently painted, likely for the launch itself and
to cover up previous damage from failed
launches, with smoke billowing from the
ground, indicative of a failed launch. An
anonymous Iranian official admitted to
Reuters that the incident was caused by
technical issues but would not go into further detail.259
President Trump tweeted a high resolution image of the scarred launch pad, underscoring that the United States was not
involved.260 Although Iran has continued
to claim its space program is peaceful, that
has not always been the belief of the U.S.
government, whose officials often remark
30
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experts built radars which can monitor
satellites in LEO.253
Iran currently has two known launch vehicles, the Safir-1 and Safir-2, the latter
of which is commonly known as the Simorgh.254 While the Safir-1 has had successful orbital launches, the Simorgh
has yet to complete a fully successful
mission.255 In July 2017, Iran announced
a successful test launch of the Simorgh,
although the success of the test has not
been confirmed outside of state media.256
For the Iraninan space program, 2019
proved to be a difficult year, with three
failed orbital launches in January, February, and August, which used alternately
the Safir-1 and Simorgh launch vehicles.257

that the space program may be a front
for developing Iranian ballistic missiles.261
Days after this third failed launch attempt
of the calendar year, the Trump administration added the Iran Space Agency, the
Iranian Astronautics Research Institute,
and the Iran Space Research Center to the
U.S. sanctions list.262
New satellite images surfaced in January
2020 which showed the launch pad being repaired, possibly in preparation for
another launch attempt with a Simorgh
launch vehicle.263 This timing coincided
with statements from the Iranian Minister of Information and Communications
Technology, who announced that the program had six satellites ready to launch. He
announced that two are communications
satellites, named Zafar-1 and Zafar-2, were
reportedly ready for a launch in early February.264 On February 9, 2020, the Simorgh
rocket launched with a satellite on board,
but the satellite did not reach high enough
velocity to stay in orbit. A spokesman for
the Iranian defense ministry’s space program claimed that the Simorgh functioned
properly, calling it a “remarkable” feat for
the space program. The minister of Information and Communications Technology
continued by saying the program is “UNSTOPPABLE! We have more Upcoming
Great Iranian Satellites!”265

Smoke

Probably transporter
erector
Paint burnt off
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Fueling trucks

space agency had a reported budget of
$1.5 million, which the minister of Communications and Information Technology
enthusiastically reported saying “being in
space is one of the key factors in the power of governments.”272 In 2017, the budget
for the space agency was reported to be
$4.6 million.273 The space agency’s budget
is separate from Iran’s military spending,
which has increased by over 50 percent
in the last five years, swelling to 7.5 percent of its total national budget for 2018–
2019.274 Though Iranian leadership takes
steps to obscure the specifics of its military budget, priorities include improving
domestic missile production capabilities.
Because of limited domestic capability to
produce reliable components, Iran continues to rely on imported components
and materials for their missiles. Iran is not
a major space power in terms of proven
space capabilities, but it continues to invest in and develop significant counterspace capabilities.

Figure 11: Satellite Image of Iranian Launch Attempt on August 25, 2019.
csis / maxar technologies

SPACE ORGANIZATION
AND DOCTRINE
Iran was one of the founding members of
the UN Committee on the Peaceful Uses of
Outer Space in 1958; however, the country is one of many that has signed but
not ratified the Outer Space Treaty.266 The
Iranian Space Agency was established in
2004 ostensibly to coordinate peaceful
applications of space activities and technology development for the country.267
The agency is under the oversight of the
Ministry of Information and Communications Technology, but takes direction
from the Supreme Space Council, which
is chaired by the president of Iran. The
head of the space agency serves as the
secretary of the Supreme Space Council,
which is overseen by the president and
focuses on making policy for peaceful
space technologies, approving state and
private space programs, and promoting

domestic, private, and international cooperation in space issues.268
The Iranian Space Agency also runs the
Iranian Space Research Center and reportedly has planned to establish a “space
park,” a space-themed center that focuses on education, culture, recreation, and
amusement. The park would be run in
partnership with the Sharif University of
Technology (SUT), a well-known research
university that supports the government
in ballistic missile-related projects.269 Little is publicly known about Iran’s doctrine
for space and counterspace operations,
but evidence suggests that Iran believes
the capability “to deny the United States
the ability to use space in a regional conflict” is critical to its security.270 Although
the country often uses aggressive rhetoric
when discussing ballistic missile activities, Iran consistently claims that its space
program is peaceful.271
Budgets for the Iranian Space Agency
have risen in the last decade. In 2010, the

COUNTERSPACE
WEAPONS
Kinetic Physical
While currently available open-source
information does not indicate that Iran
is attempting to develop either direct-ascent or co-orbital ASAT weapons, Iran has
some of the ballistic missile technology
on which a future direct-ascent kinetic
ASAT capability could be based. In addition to a diverse set of ballistic missile
programs with varied ranges, Iran has
substantial conventional forces, with
an estimated 523,000 active personnel.275
Iran’s ballistic missile capabilities include
the Shahab-3, which is believed to be derived from the North Korean No Dong-1
missile.276 The Simorgh SLV is similarly
based on the North Korean Taepo Dong-2,
including modeling No Dong-1 engines.277
Iran appears to have been able to reproduce these missiles in quantity, which led
U.S. Secretary of State Mike Pompeo to
publicly assert that “Iran has the largest
ballistic missile force in the Middle East.”278
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Iran has demonstrated the rudimentary
ability to launch and operate primitive
satellites for short periods of time, and its
space monitoring center gives it the ability to track objects and have better space
situational awareness.279 Having a reliable understanding of where objects are in
space is required for targeting many capabilities. However, there are many other technological hurdles to tackle before
Iran could field a direct-ascent kinetic
ASAT weapon, such as precise onboard
sensors that could guide a warhead into
a target satellite.
Realistically, Iran could construct a crude
direct-ascent ASAT capability by modifying an existing ballistic missile and
launching it within the vicinity of a target
satellite with an unguided warhead. It
would not likely be able to hit a specific
satellite but could create a debris hazard
in the space environment that threatens
the safety of numerous other satellites in
similar orbits.
During a military parade in late 2019,
Iran unveiled a new indigenous ballistic
missile kit design, the Labbayk-1, which
aims to modify unguided short-range
Zelzal and Fateh-110 ballistic missiles into
guided weapons.280 This new capability
could lead to an increase in accuracy, as
demonstrated in recent Iranian surfaceto-air and air-to-air missile attacks in the
Middle East.281 This increased capability
may pose a threat to space systems by being able to more reliably attack satellite
ground stations throughout the Middle
East and Europe.282

Non-Kinetic Physical
There are few reports of Iranian non-kinetic physical weapons, but the country may
have acquired and used a laser dazzling
or blinding counterspace system on a U.S.
satellite. In 2011, an unnamed European
intelligence source was quoted stating
that Iran managed to “blind” a U.S. satellite by “aiming a laser burst quite accurately.”283 The technology necessary to do this,
particularly the adaptive optics needed
32

to steer and focus a laser as
it passes through the Earth’s
atmosphere, is quite sophisticated, indicating that Iran may
have obtained this technology
from Russia or China. Its capabilities in this area remain
highly uncertain based on the
limited publicly available information.
If Iran were to continue pursuing a breakout nuclear capability, it is conceivable that it
could launch a nuclear weapon into orbit as a nuclear ASAT
capability. In the 1990s, Iran
entered into agreements with
both China and Russia to help
jumpstart its nuclear program.
China agreed to include the
training of Iranian personnel
and contribute various reactor
technologies.284 Iran has also
entered into a bilateral nuclear cooperation agreement
with Russia to provide nuclear
experts, information, and aid
in the completion of Iran’s first
nuclear power plant. 285
Recently, the program has
leaned most heavily on North
Korean cooperation. In 2012,
Iran and North Korea signed
the Civilian Scientific and Technological Cooperation Agreement, which established joint
facilities and a “transfer [of]
technology”inmultiplefields.286
Former Special Coordinator for
the State Department’s North
Korea Group, David Asher, added “the last time North Korea
signed an agreement like this
it led to the largest act of nuclear proliferation in modern
history.”
Development of Iranian nuclear capability was temporarily
slowed in 2015 by the Joint
Comprehensive Plan of Action

(JCPOA).287 The United States pulled out
of the JCPOA in 2018, and after a series of
international events which increased tensions between the two nations, Iran also
stated it would no longer adhere to the
deal.288 The remaining countries involved
in the JCPOA, including Russia and China, hope to reimplement the agreement.289
Despite pulling out of the JCPOA, President Trump reiterated as recently as January 2020 that Iran would “never be allowed
to have a nuclear weapon.”290 However,
the aim of Iran’s nuclear program has historically been to develop a nuclear-armed
ICBM to deter the United States, not a nuclear counterspace ASAT weapon.

Electronic
Jamming and spoofing are regular tools
in Iran’s weapons arsenal. In 2003, Voice
of America (VOA) broadcasts into Iran began to experience interference with its
transmissions over the Telestar-12 satellite. The uplink jamming of this commercial satellite originated from the area
around Havana, Cuba. The U.S. State
Department notified Cuba of
the issue, and subsequently
“We have been
determined that the source of
equipped with
the jamming was from a compound belonging to the Irani- electronic
an Embassy. Cuban authori- warfare systies promptly shut down the tems in order
facility and issued a note of not to remain
protest to the Iranian govern- just a defending
ment.291 Similar attacks emaforce, and rather
nated from Bulgaria and Libya
become able to
from 2005 to 2006. Though
Iran’s role went unconfirmed, jam the enemy’s
“international pressure even- communication
tually brought this to a halt systems,”
and satellite jamming against
BRIGADE GENERAL AHPersian-language program- MAD REZA POURDASTAN293
ming now emanates exclusively from Iranian territory.”292
Iran has also jammed several international and regional television broadcasts
in the Middle East. In 2010, Iran jammed
BBC and VOA satellite signals transmitting into Iran. At first, the jamming tar-
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IRAN HAS
DEMONSTRATED
ITS CYBER
CAPABILITIES BY
ATTACKING U.S.
INFRASTRUCTURE.

geted BBC and VOA broadcasts on the
Hot Bird 6 commercial satellite, but when
the broadcasts were moved to transmit
through other commercial satellites,
the jamming targeted those satellites as
well.294 In the same year, the head of the
Islamic Republic of Iran Broadcasting
publicly acknowledged that the Iranian
government engaged in the jamming of
foreign broadcast satellites.295
Al Jazeera faced targeted attacks in January 2012 after its coverage of the conflict
in Syria. The origin of the attacks was
traced to two locations in Iran.296 Later
that year, Iran was supported by the Syrian government in a coordinated jamming
effort against approximately 25 international broadcasters, “including the BBC,
France 24, Deutsche Welle and the Voice
of America.”297 A similar report in July
of 2019 stated Iran International, a London-based TV station, believed its signals
were being blocked via uplink jamming
originating from Iran.298
Iran has publicly claimed the ability to
spoof GPS receivers. In 2011, Iran claimed
to have forced a U.S. RQ-170 drone to
land inside its borders by jamming its satellite communications links and spoofing the GPS receiver. An Iranian engineer
was quoted at the time as saying that the
drone landed “where we wanted it to,
without having to crack the remote-control signals and communications.”299
Though a former Pentagon spokesperson claimed there was “no indication the
drone was brought down by hostile activity of any kind,” President Obama did
acknowledge that Iran had possession of
the drone.300 If Iran’s claims of electronic
jamming are true, they represent a significant counterspace capability that could
be used to thwart U.S. precision-guided
weapons and aircraft in the future.
In 2019, there were similar reports of GPS
spoofing of commercial U.S. ships in the
Gulf of Oman. Several ships reported a
loss of GPS signal and were captured in
Iranian territorial waters. After 11 reported incidents, the U.S. Maritime Administration issued a warning to U.S. vessels
to be aware of GPS interference in the area.301 The advisory warned of Iranian GPS
jammers operating on an island near the

Strait of Hormuz with the goal of causing
ships and aircraft to “inadvertently wander into Iranian waters or airspace in
order to justify a seizure.” The warning
also mentioned instances of “spoofed”
communications from ships claiming to
be U.S. or other countries’ warships. 302
Similar GPS interference was reported by
British ships, prompting British media reports that intelligence services were concerned that Iran had used Russian GPS
spoofing technology to guide the vessels
into Iranian waters.303 In 2019, numerous
oil tankers from varying regions reported
seizures in the Strait of Hormuz, followed
by an Iranian shoot-down of a remotely
piloted U.S. Navy aircraft over the international waters in the region.304
Also in 2019, the commander-in-chief of
the Islamic Revolutionary Guard Corps
(IRGC) announced the creation of a new
mounted hardware unit called Sepehr
110 to protect its systems from electronic
warfare.305 State media credits the system
as being developed by IRGC experts and
“invulnerable to hacks, eavesdropping,
radio jamming, and electromagnetic disturbance” but there has been no external
verification of the system.306
Later that year, the Research and Self-Sufficiency Jihad Organization of the Iranian
army unveiled a portable jamming system attachable to vehicles and reportedly capable of detecting and disrupting
drone flights.307 These announced upgrades of counterdrone capabilities, including a system capable of participating
in electronic warfare and radar evasion,
have not been corroborated outside of
state-sponsored media.308

Cyber
Iran began developing its cyber capabilities through independent hackers who
gained notoriety in the early 2000s. The
Iranian government often encourages its
hackers through recruiting into its own
cyber forces or supporting independent
operations against its enemies, representing a somewhat unique approach.309
Though initially modest, Iranian cyber
capabilities have grown significantly in
the last decade, becoming “notable players” in the cyber realm.310 Iran has devel33
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oped advanced offensive cyber capabilities that could potentially target U.S.
space systems in the future. With three
separate branches of the Iranian military
contributing to cyber infrastructure, Iran
claims over 100,000 cyberwar volunteers
and recently established a Joint Chiefs of
Staff Cyber Command to better organize
its efforts.311
This increase in cyber activity has been
mirrored in the country’s budget; in 2017,
the budget of the National Center for Cyberspace reportedly increased by 45 percent in one year, swelling to $1.2 million.
312
Iranian willingness to employ cyberattacks against targeted defense companies, media conglomerates, and adversaries also appears to be increasing.313
Iran has demonstrated its cyber capabilities by attacking U.S. infrastructure,
though it has often targeted private companies as opposed to government systems. In 2012, Iran launched a distributed
denial of service (DDOS) attack against
U.S. banks and telecommunications companies, which resulted in monetary losses
in the millions.314 This particular incident
prompted a public statement by then-Secretary of Defense Leon Panetta warning
that the imminent threat of a cyberattack that could cause significant property
damage or kill U.S. citizens would be sufficient justification for a pre-emptive military strike.315 In 2019, the FBI was made
aware of attempts, likely originating from
Iran, to gain access to the systems of U.S.
satellite technology companies.316

to 500 million attempts per day globally.318
Although there are few confirmed instances of Iran using cyberattacks against
space systems, Iran’s increasingly sophisticated cyber capabilities suggest that it
could employ such attacks on space systems if needed.

SUMMARY
Iran is still far from developing direct-ascent ASAT weapons, even with its increased focus on launch vehicle development and continued development of
ballistic missile capabilities. Similarly,
with only four successful satellites that
have reached orbit and a growing string
of failed launches, Iran is unlikely to develop a co-orbital ASAT capability in the
near future. To make significant progress
on kinetic and non-kinetic counterspace
systems, Iran would likely need to acquire technology and resources from a
major counterspace actor, such as Russia or China. However, Iran has growing
electronic and cyber counterspace capabilities and continues to demonstrate
successful jamming and hacking attacks
against foreign governments and civilian systems.

Various malware programs, including
the destructive Shamoon virus with the
ability to fully wipe computer systems,
have been tied to Iranian state-sponsored
hacking groups. The director of the U.S.
Cybersecurity and Infrastructure Security Agency issued a warning describing a
similar type of destruction, citing a “rise
in malicious cyber activity” from Iranian
actors. 317 As tensions rise worldwide with
Iran, so do hacking attempts. In a 48-hour
time period in January 2020, attacks from
Iranian IP addresses were recorded at up
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“North Korea has been
building new missiles,
new capabilities,
new weapons as fast
as anybody on the
planet,”
GENERAL JOHN E. HYTEN
VICE CHAIRMAN OF THE JOINT
CHIEFS OF STAFF, UNITED
STATES AIR FORCE320
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ORTH KOREA SUCCESSFULLY ORBITED ITS FIRST SATELLITE
in December 2012 after three failed attempts in July 2006, April
2009, and April 2012. Its fifth attempt, in February 2016, successfully placed a second satellite in orbit. Both successful orbital
launches from North Korea have been on the Unha-3 SLV, whose militarized adaptation is likely the same vehicle outfitted with a reentry vehicle in place of an orbital satellite.321 Like many other spacefaring nations
around the globe, North Korea’s space capabilities are closely tied to its
ballistic missile development.
A North Korean law journal referenced the close relationship between
space capabilities and ballistic missiles, stating “it is an undeniable truth
that satellites launched into orbit by many countries around the world were
made possible by rocket propulsion.” While defending the country’s satellite launching program, the article continued to state that the main difference between a peaceful space launch and a ballistic missile is whether the
launch vehicle is furnished “with a satellite or a bomb.”322
Although reaching orbit is a significant achievement, many experts doubt
that the two successfully launched satellites perform all of the functions
the North Korean government claims.323 In a 2016 interview with the Associated Press, the head of the North Korean space agency stated his intent

35

NORTH KOREA

Satellite Imagery of the Sohae
Satellite Launching Ground
After a Test on December 7,
2019. Differences include scarred
vegetation and the moving of
equipment. The facility hosted
rocket engine tests on December
7 and December 13, 2019.
planet / beyond parallel

to continue launching Earth
observation satellites, and his
aspirations to send a mission
to the moon around 2026. He
was quoted as saying, “Even
though the U.S. and its allies
try to block our space development, our aerospace scientists will conquer space and
definitely plant the flag of the
DPRK on the moon.”324
There is little indication that
North Korea is making substantial efforts to build or sustain a
space industrial base, but its
missile program is advancing.
There were 11 separate North
Korean missile tests in 2019
alone, which involved as many
as 20 rockets in total.325 Additional satellite footage taken in
early 2020 showed increased
activity at a known missile
launch site, possibly signaling
more tests in the near future.326
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Space Launch Facilities
NORTH KOREA HAS TWO ESTABLISHED LAUNCHING AREAS for
space capabilities: the Tonghae Satellite Launching Ground and
the Sohae Satellite Launching Ground. The Tonghae Satellite
Launching Ground is North Korea’s oldest ballistic missile and
space launch facility, although a successful orbital launch has
never been achieved at the facility. According to December 2019
satellite imagery, there was increased activity at the site, including a group of people and possibly crates, but no sign of major
renovations that would have to take place to prepare the facility
for a vehicle test. However, North Korea has used mobile launching platforms for all recent land-based ballistic missile tests,
which could be conducted in the grounds of Tonghae.327
The Sohae Satellite Launching Ground showed initial steps of disassembly in satellite imagery in the summer of 2018, but reassembly began again after U.S - North Korea Summits in Singapore and
Hanoi.328 In late 2019, North Korea conducted two engine tests at
the Sohae Satellite Launching ground, believed to be modified
liquid-fueled engines for long-range missiles.329 While the specifics of the tests were unconfirmed, KCNA state media referred to
the successful tests as “defence science achievements” that will
“have an important effect on changing the strategic position” for
the country.330 Although conducted at a satellite launching pad,
experts assess that it was likely another missile test or a step towards ICBM development, rather than a space vehicle launch.331

SPACE THREAT ASSESSMENT 2020

Satellite Imagery of the Tonghae Satellite
Launching Ground on December 16, 2019.
Analysis shows one launch pad, a second unfinished launch pad, and missile storage for
the No-dong medium range ballistic missile,
and Taepo-dong SLV. Both noted missiles are
capable of reaching LEO.
airbus / beyond parallel

SPACE ORGANIZATION
AND DOCTRINE
North Korea keeps its doctrine and operational concepts largely under wraps,
including what is released about its counterspace capabilities. The absence of
discussion about counterspace capabilities that could threaten the U.S. military
is unusual given the aggressive rhetoric
used by the regime in touting its nuclear
and missile programs.332 The country continues to advocate internationally for its
right to a sovereign space program.333
When the regime has spoken about its
space program at the United Nations, delegates speak of respect of international
norms to maintain peaceful development
and use of outer space, including the North
Korean space program’s right to help the
country grow economically.334 In March
2009, North Korea became a signatory to
two major UN space treaties: the Outer
Space Treaty of 1967 and the Convention

on Registration of Objects Launched into
Outer Space of 1974.335 Four years later,
in April 2013, the country’s Supreme People’s Assembly established the National
Aerospace Development Administration
(NADA), the official North Korean space
agency.336 Additionally, space has often
been included in five-year plans that the
regime has put forward.337
In October 2017, a delegate to the United
Nations was reported in state media as
saying “peaceful development of outer
space is actively conducted in accordance
with the 2016-2020 plan for national outer space development.”338 As reported,
this plan included an aim to launch a geostationary satellite—a much more challenging feat which would require a more
powerful launch vehicle.339 State media
reported a successful ground test of a
new launch vehicle for this purpose, but
it has not noted any attempts at an actual
launch.340 The regime hopes to use satellites to monitor crop and forestry growth
as well as to improve communication ca37
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pabilities.341 The plan expressed a goal to
field a satellite communication system by
2019, though there is no indication that
goal was achieved.342

COUNTERSPACE
WEAPONS
Kinetic Physical
Current space launch vehicles and ballistic missiles demonstrated by North Korea
could serve as the basis for a kinetic ASAT
capability, but many technological hurdles remain. To date, North Korea has not
tested, or indicated that it is attempting to
develop, a direct-ascent or co-orbital ASAT
capability. It is unlikely that North Korea
could quickly gain the technology for an
effective direct-ascent or co-orbital ASAT
weapon, as it has only succeeded in placing two satellites into orbit, the operation
of which are not confirmed outside state
media. This additional capability would
also require onboard sensors (e.g., optical,
infrared, radar) and a guidance system to
steer the weapon into a target satellite.
It is conceivable that North Korea could
field a crude direct-ascent ASAT capability
in the near term in the form of an adapted ballistic missile. This would be possible
with the launch of an unguided warhead
set to detonate in the vicinity of a target
satellite. Rather than directly strike a satellite, it could create a debris field that would
complicate future operations for satellites
in a similar orbit. For example, the North
Korean No Dong-1 medium-range ballistic
missile would likely be able to carry a 1200
kg payload to a maximum altitude of 600
to 750 km—well within the LEO regime.343
Missiles launched from North Korean territory could more easily be used in a conventional attack on nearby ground stations
that support satellite operations, such as
the U.S.-operated GPS monitoring station
in South Korea and other ground stations
as far away as Guam.344
38

Non-Kinetic Physical
The technology necessary to develop directed energy weapons, such as lasers that
are able to dazzle or blind the sensors on
satellites, requires a level of sophistication
that North Korea likely does not possess.345
It is possible, however, that North Korea
could develop a crude EMP weapon for use
against space assets. In 2017, North Korea
successfully tested a hydrogen bomb underground, a claim that was confirmed by
South Korea and Japan.346 Officials from
Pyongyang released a photo of the hydrogen bomb and asserted that the bomb is
able to fit on an ICBM.347 Kim Jong-un has
called for further improvements in nuclear
bombs similar to this test in the “Songun”
spirit, which places the military first.348 In
January 2020, KCNA reported that Kim
Jong-un declared the world would soon
see a new strategic weapon, adding that
there will never be denuclearization on the
Korean peninsula.349
A nuclear weapon on a long range missile
would theoretically give North Korea the
capability to create a high-altitude EMP
effect.350 In 2018, The Daily NK—a South
Korean news site—obtained North Korean internal propaganda documents
aimed to inform citizens that the country
has the capability to damage enemies’
military and civilian electronic systems
beyond repair as a result of a nuclear EMP
attack.351 North Korea is not a signatory of
the 1963 Partial Test Ban Treaty, and the
country has not tested a nuclear weapon
at high altitudes.352

Electronic
North Korea has acquired and is constantly using electronic forms of attack against
varying space systems. In 2010, South
Korean Defense Minister Kim Tae-young
said in a speech to parliament that “North
Korea has imported vehicle-mountable
devices capable of jamming GPS signals
from Russia.” These downlink jamming
systems reportedly have an effective radius of 50 to 100 km. North Korea began
using this jamming equipment against
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NORTH KOREA
HAS BEEN
CARRYING OUT
CYBERATTACKS
BY PLACING
INDIVIDUALS
IN SCATTERED
FOREIGN
COUNTRIES IN
AN ATTEMPT TO
DISGUISE THE
ORIGIN OF THE
ATTACKS.

South Korea in August 2010, but South
Korean forces could not pinpoint the location of the jammers at that time because
the jamming lasted just 10 minutes in
each instance.353
In the decade since, North Korea has
repeatedly used its GPS jamming capabilities against South Korea. More GPS
jamming occurred in December 2010
and again in March 2011, which coincided with a U.S.-South Korean military exercise. Jamming occurred again in April
2012, disrupting air traffic at Incheon
and Gimpo international airports, forcing
flights to use alternative navigation systems.354 In March and April 2016, over 250
South Korean fishing boats lost access to
GPS, forcing them to return to shore.355 A
few days later, South Korea complained
to the UN Security Council that North
Korea was jamming GPS signals across
the border, with the jamming coming
from five areas in North Korea: Pyongyang, Kaesong, Haeju, Yonan county, and
Mount Kumgang.356 Documents state that
in 2016, 2,143 aircraft disclosed GPS interference, likely due to North Korean jamming operations.357
The South Korean Defense Ministry has
said it believes the jamming attacks originate from “a regiment-sized electronic
warfare unit near the North Korean capital Pyongyang, and battalion-sized units
closer to the inter-Korean border.”358 The
jammers are mounted on mobile platforms and are operated intermittently,
which could be difficult to locate and
neutralize in a conflict. North Korea appears to be gaining operational experience using these systems in peacetime.
Because the GPS jammers were acquired
from Russia, it is possible that North Korea could also have acquired other types
of jamming capabilities that can target
different satellite systems, such as uplink
jammers that can disrupt military satellite communications.
Additionally, AIS spoofing has been used
in shipping vessels during 2019 likely in
an attempt to hide what is assumed to
be coal smuggling operations. A report
details the suspicious behavior of one of
North Korea’s largest bulk ships, the Tae
Yang, which North Korea relies on for im-

ported goods and revenue. The Tae Yang
consistently broadcasted a unique identification number assigned to another vessel to disguise its own illicit movements,
while still transmitting AIS data. Another
report by the UN Panel of Experts has
uncovered additional examples of AIS
spoofing techniques used by North Korean ships to avoid sanctions.359
According to minutes from a 2008 meeting about network surveillance capabilities, North Korean officials inquired
about a satellite jamming system to two
groups of internationally contracted
engineers. The meeting ended with an
agreement that “the number of jamming
systems that prevents interception by satellite should be increased.” However, analysts believe it is possible that the inquiry
was an excuse to get imported German
cellular detection equipment, which was
subsequently used to catch North Korean
citizens with Chinese cell phones.360

Cyber
Under the Kim Jong-un regime, North
Korea has used its cyber forces frequently, first launching attacks on South Korea
and the United States, then branching
out to others. According to CrowdStrike,
North Korean hackers have the second-fastest breakout time (the time needed for hackers to achieve their objectives
in an attack) of any hacking organization
in the world, behind Russia. North Korea’s
malicious cyber activity tends to focus on
financial targets or inter-Korea issues. A
majority of the cyberattacks stemming
from North Korea are “linked to currency generation and economy-bolstering
efforts for the Kim regime.”361
Experts believe there are around 6,000 7,500 military personnel conducting cyber warfare for the North Korean state.
Cybersecurity defector and founder of
North Korea Intellectuals Solidarity, Kim
Hueng-kwang, said most cyber operations in the country are organized in a
unit directly under North Korea’s main
overseas intelligence agency, the Reconnaissance General Bureau (RGB).362 He
emphasized that North Korea was “inspired by the Chinese cyberwar units and
learned from them.”363 According to Kim,
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members of an elite North Korean hacking group go on covert missions overseas,
generally to places with better internet
than the notoriously shielded country, to
lower the risk of being caught. South Korea’s vice foreign minister confirmed this
report, telling Reuters that North Korea
has been carrying out cyberattacks by
placing individuals in scattered foreign
countries in an attempt to disguise the origin of the attacks. 364
A leaked report sent to the UN Security
Council’s North Korea sanctions committee stated that through 35 separate cyberattacks, North Korea has stolen over $2
billion, which has likely been used to fund
weapons development.365 Subsequently,
the U.S. Department of the Treasury announced sanctions for three state-sponsored cyber groups from the country,
naming them responsible for malicious
cyber activity on critical infrastructure.366

its ICBM-class missiles, its limited number of successful orbital launches suggest
that the country is far from developing
the capabilities needed to pose a significant kinetic physical threat to foreign
satellite systems. The only significant risk
of non-kinetic physical attack from North
Korea is high altitude nuclear detonation,
a devastating, irreversible counterspace
attack that would indiscriminately affect
systems in the target satellite’s orbital regime. Importantly, North Korea is improving its electronic warfare capabilities, as
demonstrated in continued GPS jamming
and spoofing operations, and is continuing to use cyberattacks against a variety
of targets worldwide.

North Korean hackers have also been tied
to a nuclear power plant in India and possibly the Indian Space Research Organization during its Chandrayaan-2 mission,
although Indian space authorities deny
they were compromised. 367 They are also
suspected to have hacked an Israeli aerospace and defense company.368 Given its
demonstrated cyber capabilities, it is conceivable that North Korea could initiate
a cyberattack against U.S. space systems
or ground stations, although there is no
publicly available information to suggest
this has happened to date.

SUMMARY
North Korea has demonstrated growing
capabilities in two counterspace weapons
categories: electronic and cyber. It is also
developing some of the necessary technologies to field a non-kinetic physical nuclear EMP counterspace weapon through
its nuclear program, but this does not appear to be the intent of those activities.
Although North Korea has demonstrated
its dedication to increasing the range of
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Number of Successful Orbital
Launches in 2019369
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“When India
celebrates [its]
75th year of
Independence
in 2022, and if
possible even
before, an Indian
son or daughter will
undertake a manned
space mission on
board ‘Gaganyaan’
carrying the
national flag.”
PRIME MINISTER
NARENDRA MODI370

I

NDIA JOINED THE WORLD STAGE AS A RISING SPACE POWER by
launching its first satellite from the Satish Dhawan Space Center in 1980.
India has since developed highly successful launch vehicles, a range of
communications, imaging, and other critical satellites, and is beginning
serious development of counterspace capabilities. While India has no overarching national space policy yet, the government of India is in the process
of creating one.371 Currently, it does have various organizations dedicated to
the space domain in both the military and civil sectors, each with supporting policies and doctrine. Among these organizations is the principal space
organization in India, the Indian Space Research Organization (ISRO), which
is responsible for maintaining the SLVs and spaceports of India.
Currently, India has two operational orbital launch vehicles, the Polar Satellite Launch Vehicle (PSLV) and the Geosynchronous Satellite Launch Vehicle
(GSLV). These two vehicles launched six times in 2019, representing only
a small portion of the 67 total Indian launches since 1980 from the Satish
Dhawan Space Centre.372 India made history in 2017 with the largest number of satellites on any single mission, launching 104 satellites with one
PSLV, breaking the previous record of 37 satellites held by Russia since 2014.
All but three of these satellites were foreign owned.373
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Figure 12: Indian Orbital Space Launches (1957 - 2019).
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The Satish Dhawan Space Center has
been India’s only major spaceport since
it began launching in 1980. However, due to the anticipated increase in
demand for national and commercial
space launch in the coming years, the
Indian government has begun the land
acquisition process for the construction
of a new spaceport.375 The proposed
spaceport, to be located in the southern state of Tamil Nadu, is planned to
mainly service India’s newest launch
vehicle, the Small Satellite Launch
Vehicle (SSLV).376 A derivative of the
PSLV, this new Indian launch vehicle is
rated to carry “up to 500 kilograms to
mid-inclination low Earth orbits and
300 kilograms to [sun-synchronous orbit (SSO)].”377 The location of the proposed spaceport will allow for launching southward into a polar or near-polar
orbit, which is difficult from the Satish
Dhawan Space Center due to the need
to maneuver around Sri Lanka.
Only three countries—China, the Soviet Union, and the United States—
have ever “soft-landed” on the lunar
surface.378 In 2009, India successfully
launched the Chandrayaan-1 spacecraft, which was designed to orbit the
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moon and conduct a hard-landing for
the purpose of targeting and practicing a future soft-landing.379 In 2019, the
Chandrayaan-2 spacecraft was placed
on a GSLV and launched into lunar orbit.
While on approach to the lunar surface
to attempt a soft-landing, the Vikram
Lander lost contact with the ISRO and
crashed into the lunar surface.380 After
about a month of attempting to re-establish contact with the lunar lander,
the Indian government made an official announcement that they had lost
contact and were unable to recover the
spacecraft.381 However, this failure has
only reinvigorated the Indian space program and public.
In an announcement on January 1, 2020,
Chief Kailasavadivoo Sivan, head of the
ISRO, stated that the top priorities for
the ISRO in 2020 are a Chandrayaan-3
mission to the lunar surface and the
Gaganyaan human spaceflight program, though it is unlikely that either
will launch before 2021.382 The Chandrayaan-3 mission will similarly attempt
to conduct a soft-landing on the lunar
surface. When asked if a crewed mission
to the moon was in the near future for
India, Sivan said, “definitely, but not imSPACE THREAT ASSESSMENT 2020

THE TOP
PRIORITIES
FOR THE
ISRO IN 2020
ARE A CHANDRAYAAN-3
MISSION TO THE
LUNAR SURFACE
AND THE
GAGANYAAN
HUMAN SPACEFLIGHT
PROGRAM,
THOUGH IT IS
UNLIKELY THAT
EITHER WILL
LAUNCH
BEFORE 2021.

mediately.”383 Four Indian astronauts will be sent to
Russia for 11 months to receive training in preparation for the Gaganyaan program. Additional program-specific training will also take place in India.384

ORGANIZATION AND DOCTRINE
India does not have an official military department
focused on space. It instead created a separate agency, the Defence Space Agency (DSA), to coordinate
between and command the space assets of the Indian
Army, Navy, and Air Force, including India’s new direct-ascent ASAT capabilities.385 According to the twostar general appointed to head the DSA, “the agency
will eventually grow into a full-fledged Space Command in the years ahead.”386 To date, however, there is
no confirmed timeline for this growth. Within the DSA,
India established the Defence Space Research Organ-

Vikram Lander and Pragyan Rover. The Vikram lander
was launched on the Chandrayaan-2 mission, but it did
not achieve a successful soft landing on the lunar surface.
isro

ization (DSRO) in late 2019 to further develop and test
counterspace systems and related technologies.387
In late July 2019, India’s top strategic planners from
several agencies gathered to begin to establish new
policies and doctrine for future military and non-military uses for space. Called IndSpaceEx, the strategic
planners were led through a wargaming simulation
that was meant to assess military assets of other leading space powers—namely the United States, China,
and Russia—to better assess the level to which India
must counter international space threats.388 The session’s conclusion was that future wars may be dominated by activities in the cyber and space domains,
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leading to asymmetric advantages or disadvantages.389
A 2019-2020 annual report released by
the Government of India’s Department of
Space detailed initial steps of an official
space policy for the country. This policy
will “support the pursuance of space activities by various agencies in India including
private sector and start-up companies in
the aerospace sector.”390 It is clear through
India’s military space reorganization, renewed focus on commercial partners, and
it’s test of a direct-ascent ASAT in March
2019 that the Indian leadership views
space as a key operational domain.

COUNTERSPACE
WEAPONS
Kinetic Physical
The Indian government took notice of
China’s successful 2007 direct-ascent
ASAT, causing it to shift focus to protecting its vulnerable space assets from
a Chinese threat. As one scholar noted,
“It suddenly reminded them that their
diverse space assets were now at risk,

Mission Shakti
ON MARCH 27, 2019, India successfully
launched a Prithvi Delivery Vehicle Mark-II
(PDV MK-II) missile defense interceptor at
one of its own satellites. Launched in late
January 2019, the target satellite, Microsat-R, was specifically placed in a low-altitude sun-synchronous orbit as the target
for an ASAT test. After the successful test in
March, independent analysts realized that
an earlier attempt to intercept the satellite
on February 12 of the same year failed.391
What was perhaps most notable about the
Indian ASAT test was the muted international outcry that occurred afterward. This was
likely due in part to the minimal amount
of orbital debris created—only about 400
pieces remained in orbit immediately after
the test, compared to the over 3,000 pieces
of debris created during the 2007 Chinese
ASAT test. The Indian ASAT test took place
at a relatively low altitude, and at the time
of impact, the interceptor was on a downward trajectory. This resulted in much of
the debris having a downward trajectory,
allowing it to be more quickly deorbited.

Given these factors, it is likely that the Indian government was attempting to limit the
potential for long-lasting orbital debris.392
Since the test, a majority of the debris has
deorbited, and by the end 2019, just 18
pieces of debris large enough to track remained in orbit.393
The Indian ASAT test did not receive the
same level of international outcry as the
Chinese ASAT test, in part because it produced much less orbital debris. The United
States, for example, only had one government official speak out against the test.
NASA Administrator Jim Bridenstine decried the test because some pieces of debris
were pushed to a higher altitude, threatening the astronauts on the International
Space Station.394 While public international
outcry was minimal, Pakistan was one of
few states to openly denounce the test, urging all countries to “condemn India’s action
and strengthen international laws regarding the militarization of space.”395 Additionally, the Union of Concerned Scientists denounced the test, expressing that this test
harmed international efforts to prevent
further weaponization of outer space.396

Figure 13: Depiction of Kinetic Physical ASAT Test by India in 2019. Muted international outcry in response to this ASAT test was, in part, due to the low amount of debris created because
of the slight downward trajectory of the missile on impact.
aerospace security project / emily tiemeyer
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hostage to the dangers emanating from their most
formidable regional threat.” For years, defense
planners debated the merits of conducting a similar kinetic ASAT test to signal to China and other
nations that India had the ability to retaliate in
kind if its space assets were attacked.397 The government eventually concluded that India should
pursue kinetic ASAT weapons.
On March 27, 2019, India became the fourth country—behind the United States, China, and Russia—to successfully test a direct-ascent ASAT missile. Named Mission Shakti, meaning “strength” in
Hindi, the test was conducted with an Indian-produced ballistic missile which intercepted a small
target satellite in LEO.398 In a tweet, Prime Minister
Narendra Modi said this test will “have a historic
impact on generations to come.”399

“In the journey
of every nation
there are
moments that
bring utmost
pride and have a
historic impact
on generations
to come.”
PRIME MINISTER
NARENDRA MODI400

India does not have any publicly known co-orbital ASAT capabilities. However, Defence Research
and Development Organization Chief G. Satheesh
Reddy announced in April 2019—less than a month
after the success of Mission Shakti—that India was
developing co-orbital ASAT capabilities and that
the details remained classified.401 India is developing, in partnership with France, the technical
capabilities to conduct RPO on orbit as part of its
efforts to develop a national space station.402 RPO
proficiency is a key step toward the fundamental
capabilities of building some types of co-orbital
counterspace weapons.
The Indian military also has the ability to directly attack satellite ground stations. Indian special
operations units are specially trained to “to carry
out crippling attacks against critical enemy targets
miles away.”403 The newly created Armed Forces
Special Operations Division is designed and modeled off of the United States Joint Special Operations Command (JSOC).404

Non-Kinetic Physical
Thus far, India does not appear to have developed
and tested non-kinetic physical counterspace
weapons. However, the 2010 Technology Perspective and Roadmap released by the Ministry of Defense detailed that ASAT weapons “for electronic
or physical destruction of satellites (2,000 km altitude above earth’s surface) and geosynchronous
orbits” are a key area of future focus.405 Following
this, a new Technology Perspective and Capability
Roadmap in 2013 noted a focus on developments
in electronic weapons, specifically miniaturization
of EW elements as payloads on satellites.406

PDV-MK II Missile Lifting Off on Track to Intercept
Microsat-R on March 27, 2019. The missile used by
India during its first ASAT test was an indigenously
manufactured missile.409
government of india

In its 2018 Technology Perspective and Capability
Roadmap, India detailed investments in a twophase Tactical High Energy Laser System. The second phase of this system is intended to play an
“anti-satellite role from ground & aerial platform.”407
Following the Mission Shakti test, DRDO Chief Satheesh Reddy stated that India was in the process of
developing different ASAT technologies, including
directed-energy weapons, lasers, and electromagnetic pulses.408 However, beyond these general
statements and reports, the government of India
has not divulged any details of these activities.
As a nuclear-armed state, India has the ability to
launch a nuclear warhead into space as a counterspace weapon. Theoretically, in addition to
the kinetic properties of the nuclear weapon, India could use the EMP effect from a high-altitude
nuclear detonation to disable satellites. However,
there is no publicly available indication that India
is pursuing a nuclear EMP space weapon.
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Electronic
India’s 2018 Technology Perspective and
Capability Roadmap also shows investment in an integrated EW system with
requirements to “detect, monitor, locate and jam enemy cellular receivers
and satellite communication receivers.”411
Another planned system has similar requirements as the integrated system and
is intended to also be able to “carry out
jamming & spoofing of satellite based positioning systems.”412 However, India has
not yet publicly demonstrated its jamming or spoofing capabilities.

“India has always
been opposed to the
weaponization of space
and an arms race in outer
space, and this test does
not in any way change this
position.”
PRIME MINISTER NARENDRA MODI 410

Cyber
In 2019, the government of India set up
the Defence Cyber Agency (DCA). Similar
to the Defence Space Agency, the DCA is
meant “to control and coordinate joint
cyber operations.”413 There have been
questions as to whether India may have
some kind of cyber deterrence against
enemy satellites with both space- and
land-based systems; however, Union Minister Shripad Naik has stated that such
information is sensitive and therefore is
unable to be confirmed or denied.414

SUMMARY
Although India has had a recent successful direct-ascent ASAT test, other types of
counterspace weapons are far from developed. As India focuses more on building
out its space assets, as well as its counterspace assets, subsequent counterspace
weapons tests may occur. While the 2019
ASAT test has certainly caused great debate in the international space community, the muted official international response sets a different precedence from
the Chinese 2007 test. With little to no
repercussions, India demonstrated that a
lower-altitude ASAT test may be accepted
by the international community.
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“I’m convinced that
in the future, if we
were to get into
a conflict with a
peer or near-peer
competitor, we’re
going to have to
fight for space
superiority.”
GENERAL JOHN RAYMOND,
CHIEF OF SPACE OPERATIONS AND COMMANDER OF
U.S. SPACE COMMAND416
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HILE THE PREVIOUS CHAPTERS HAVE BEEN DEDICATED to
the countries making the largest strides in counterspace capabilities—China, Russia, Iran, North Korea, and India—they are
not the only ones thinking strategically about the changing
space environment. This chapter includes significant discussion and developments related to counterspace capabilities in other countries and nonstate actors.

FRANCE
AS THE THIRD OLDEST SPACE PROGRAM IN THE WORLD, France has accomplished much since it first established its national space agency, the
Centre national d’études spatiales (CNES), in 1961. France launched its first
satellite in 1965, led the development of the Ariane family of launch vehicles, and became one of the foremost European space powers through its
strong relationship with the European Space Agency (ESA).417
In 2018, the CNES was a key partner of NASA’s Mars Discovery Program, providing the InSight (Interior Exploration using Seismic Investigations, Geodesy and Heat Transport) mission. InSight deployed a seismometer, named
SEIS (Seismic Experiment for Interior Structures), which measures “Mars’
tectonic activity to learn more about its structure, for example the size of its
core and the thickness of its mantle.”418 InSight landed on Mars in 2018 for
its planned two-year mission, and in April 2019, the SEIS seismometer detected and recorded the first “Marsquake,” allowing scientists to study the
slight tremors detected on the Martian surface.419
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Deployment of the SEIS Protection Dome on Mars.
nasa / jpl-caltech

Recent events have triggered changes in France’s
overall space policy. In September 2018, France
publicly charged Russia with interfering with the
operation of one of its satellites in GEO. The Athena-Fidus, a jointly operated French-Italian military
satellite, provides broadband military communications. France alleged that the Russian satellite,
known as Luch or Olymp-K, maneuvered close
enough to Athena-Fidus in 2017 to intercept military communications.420
Following this public denunciation of Russian
space activities, France issued a new Space De48

fense Strategy in 2019. Among other things, the
French strategy calls for the creation of a Space
Command under the Air Force and renaming the
Air Force to the Air and Space Force. The strategy
notes that “renewed analysis of the space environment and its threats, risks and opportunities, as
well as the recognition of the strategic nature of
the space assets for France force our country to revisit its model in order to remain a leading space
power.” The Space Defense Strategy further declares that France will establish a “space defense
capacity” in order to “enable the armed forces to
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SUCCESSFUL ORBITAL LAUNCHES PER YEAR BY COUNTRY (1957-2019)
Figure 14: Space Orbital Launches from Other Nations (1957 - 2019). This figure includes
orbital launches from nations such as New
Zealand and Japan, as well as the European
Space Agency.
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impose a peaceful use of space, deter
unfriendly or hostile acts against our
space assets, and be able, as the case
may be, to defend our space-based interests.”422 France has also committed
to increasing its military space budget
by 700 million euros between 2019 and
2025 to support the creation of Space
Command and pursue “active defense”
satellite technologies.423 The defense of
space assets appears to be in response
to the interference France felt was
caused by Luch.
In a speech announcing the new strategy, French Minister of the Armed Forces
Florecne Parly spoke at length about
the changes. In some of the most direct
and specific language by a government
official from any nation on space defense, the defense minister said, “I want
to be precise: active defence is not an
offensive strategy, what it is about is
self-defence.” She went on to add that,
“If our satellites are threatened, we will
consider dazzling those of our opponents. We reserve the time and means
of the response: this may involve the
use of high-power lasers deployed from
our satellites or from our patrol nano-satellites.”424 Through these remarks
Parly sheds further light on France’s
plans to develop and deploy “bodyguard” or “patrol” satellites to protect
its space assets, as well as its plans to
mount lasers on satellites in order to

1990

2000

2010

2019

dazzle or blind satellites that may be
threatening French assets.
A laser mounted on satellites is theoretically possible but faces some technological hurdles. Laura Grego from the
Union of Concerned Scientists explained that “dazzling from accompanying satellites (probably not ‘nano’
satellites unless that definition is very
generous) or onboard might stop other
slow moving proximity operations satellites from observing their satellite
[targets] or to make it hard for them to
use lidar for getting really close.” Dr.
Grego went on to assert that it would be
hard to use lasers on cross-orbit attacks
or direct-ascent ASAT weapons.425
France’s public posture toward protecting its space capabilities is shifting. The
country’s leaders are indicating a move
toward active defense in space, which
has contributed to a broader public debate on the proper use and development of counterspace weapons. While
countries like China and Russia have
been extensively developing offensive
counterspace weapons, such as jamming and spoofing capabilities, France
seems to be considering a different
strategy: defensive capabilities on orbit. However, the country’s policies appear to be in flux, and there is little public indication of how quickly France
plans to pursue this new direction.
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ISRAEL
In July 2019, the United States and Israel jointly tested the Arrow-3 missile interceptor. While not publicly listed as a
direct-ascent ASAT weapon, “the Arrow-3 interceptor successfully demonstrated an engagement capability
against the exo-atmospheric target
during the test.”426 Speculation of the
Arrow-3 system being used as an ASAT
weapon began in 2009 when leading
space military experts pointed out that
“Israel’s planned Arrow-3 high-altitude
ballistic missile defense system could
relatively easily be adapted to destroy
Iranian spy satellites if and when Tehran
manages to deploy high-resolution orbiting vehicles.”427
The Israeli company Regulus claims to
have spoofed a Tesla Model 3 using the
Navigate on Autopilot (NOA) system.428
The purpose of the NOA system is to follow a predetermined route maintained
50

by using GPS and Google Maps technology. The spoofing targeted the relationship between the Tesla Model 3’s NOA
system and the GPS it relied on to maintain autopilot. The test itself took place
on an interstate and made the car believe it was further along on the route,
causing it to make an incorrect turn into
a rest stop instead of the planned exit
further down the road.429 In response to
these claims, Tesla stated that the test
was only a promotional stunt and that
they have no safety concerns with the
Tesla-3’s NOA.430
Israel has also begun development of a
ground-based and plane-mounted high-energy laser defense system designed to target threats in the air. Currently it has no stated counterspace implications, but the
technology could be adapted to perform
some counterspace operations. With a
power level of 50-100kW, this airborne laser
could be capable of daZzling or even
blinding satellites in LEO.433
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Israeli Missile Interceptor, Arrow-3, was
tested July 2019 out of the Pacific Spaceport in
Alaska.431 Designed to intercept medium-range
ballistic missiles, the Arrow-3 system has been
speculated to also be capable of performing
direct-ascent anti-satellite operations.432
missile defense agency

JAPAN

stations necessary to conduct these defense operations.437

In the past year, Japan has made progress
toward setting up a new Space Domain
Mission Unit, a military organization
meant to protect Japanese space assets
as more countries are moving to further
weaponize space through the testing and
development of kinetic and non-kinetic
weapons.434 Citing Japan’s need “to protect itself from potential threats as rivals
develop missiles and other technology,”
Prime Minister Shinzo Abe said this new
organization will work closely with its
American counterpart, the United States
Space Force. The Space Domain Mission
Unit will also cooperate with the newly
re-established U.S. Space Command and
Japan’s own civil space agency, the Japan
Aerospace Exploration Agency (JAXA).435
With a small core established in 2020, the
Space Domain Mission Unit plans to be
fully operational in 2022 to “bolster capability and system[s] in order to secure
space superiority.”436 After its establishment, the Space Domain Mission Unit will
be responsible for operating the ground

Japan is also reportedly considering the
development of active defenses to protect
its space systems. Using robotic arm technology developed by JAXA, the Japanese
government is debating options to develop a co-orbital satellite defense system to
deter attacks on Japanese satellites. This
system, which would intercept an attacking satellite in order to defend another
Japanese space asset, could be launched
as early as the mid-2020s.438 The government is also reportedly considering options to disable hostile satellites through
electronic and cyber means.439
In April of 2019, Japan deployed a Hayabusa-2 probe system to an asteroid, Ryugu,
which contained a small carry-on impactor (SCI). The SCI is an explosive projectile
able to be launched at the asteroid to form
an artificial crater. This explosive, which
created rubble for Hayabusa-2 to collect
and bring back to Earth as samples, could
be placed on a satellite and be used as a
co-orbital anti-satellite weapon.440

THE JAPANESE
GOVERNMENT
IS DEBATING
OPTIONS TO
DEVELOP A
CO-ORBITAL
SATELLITE
DEFENSE
SYSTEM.

Spoofing in the Mediterranean Sea
CIVIL AND COMMERCIAL MARINE GPS USERS reported consistent loss of GPS signal in
the Mediterranean Sea and surrounding areas throughout 2019. These outages ranged
from the coast of Libya to Greece and Egypt’s Suez Canal. The U.S. Maritime Administration issued alerts that specifically mention the possibility of GPS interference in the Eastern and Central Mediterranean regions.441 The increased instances of GPS jamming have
led captains to suppress their AIS data and switch to receive only. This has led to a decrease in situational awareness on the sea.442
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UNITED
KINGDOM
The United Kingdom has begun restructuring its military
space organization, although
it does not plan to create a
separate military service for
space. The current restructuring effort should result in a
two-star major general becoming the director of Space
within the Ministry of Defence,
supported by policy and capabilities teams.443 This comes
after the U.K. government declared space as part of its critical national infrastructure in
2015 and more recently as a
warfighting domain.444 While
the UK has not explicitly endorsed the development of
space defense systems and
counterspace weapons, the
requisite technology is within
its reach. For example, the
52

Route of the container ship used
to detect and record interference
to GPS and other satellite
navigation systems

United Kingdom is developing its own
high-energy laser for anti-drone and missile defense. These lasers, while not directly cited as counterspace weapons,
have the potential to be further developed into counterspace capabilities.445

NON-STATE ACTORS

OCEANIA

Figure 15: The Journey of the
Basle Express. The Basle Express was a cargo ship outfitted
with GPS receivers designed to
track and collect GPS interference. The ship travelled from
Germany to Singapore tracking
and detailing many instances of
GPS interference.
german aerospace center

In 2019, reports emerged of position,
navigation, and timing (PNT) jamming in
northeastern China, disrupting civilian
aircraft flying over the area. Authorities
were able to trace the jamming origin to
a farm in Heilongjiang province near the
city of Harbin. Frustrated by a local
gang’s hijinks of using drones to supposedly infect local farmers’ pigs with African swine fever—a disease deadly to
pigs, but harmless to humans—the farmer used PNT signal jamming to protect
his herd. The gangs were infecting local
pigs to force farmers to lower the prices
and then would resell the pork to the
public as “healthy” for the full price.446
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In 2018, at Hong Kong’s 10-year celebration of the Wine and Dine Festival, a
drone light show over Victoria Harbor
was disrupted by GPS jamming, which
caused 46 drones to fall from the sky, resulting in $127,500 in damages.447 In response to questions about the incident,
the board’s executive director, Anthony
Lau Chun-hon, said that “the [jamming]
signals were so strong that many of them
just dropped from the air.”448
In April of 2017, a commercial container
ship, the Basle Express, left Hamburg,
Germany on a research mission equipped
with receivers designed to pick up on interference. The Basle Express mission
was designed to sense levels of jamming
and spoofing in different areas of the
world.449 While travelling around Europe,
the Middle East, Africa, and Asia, the
ship’s crew detected strong interference
“at some of the world’s largest seaports,
including Jeddah in Saudi Arabia, Singapore, Hong Kong, and Shanghai, and less
often, on the open sea.”450 With many
commercial vessels poorly suited to operating in a world where GPS is not guaranteed, some experts are recommending that new anti-jamming systems will
need to be created to ensure that commercial shipping can continue unthreatened in an increasingly technology-dependent world.451

SUMMARY
In the last year, more states are considering the development of offensive and defensive counterspace capabilities to protect space systems from attacks. Nations
are moving to reorganize their national
security space enterprise, as the United
States did in 2019, to better address the
growing uncertainty and threats in the
space domain. Jamming and spoofing
technologies are also being used around
the world by non-state actors in both
conflict zones and thriving seaports, to
gain military and economic advantage.
Collectively, these developments are
making the space environment more dynamic and uncertain—a trend that is
likely to continue in the coming years.
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WHAT TO
WATCH

T

HIS YEAR’S EDITION OF THE CSIS SPACE THREAT ASSESSMENT
finds that threats to space systems are growing as more countries
and non-state actors acquire counterspace capabilities and, in
some cases, employ them in more ways. While this report primarily details the developments in counterspace weapons that have occured in
the last year, some of these developments have been ongoing for several
years. This section highlights the types of threats and counterspace activities where more developments are expected to occur in the coming months
and years.
Electronic counterspace weapons continue to proliferate at a rapid pace in
both how they are used and who is using them. Satellite jamming and spoofing devices are becoming part of the every-day arsenal for countries that
want to operate in the gray zone—i.e., below the threshold of overt conflict.
The jamming and spoofing of satellites has become somewhat common,
and without strong repercussions these adverse activities could gradually
become normalized. The fact that Russian President Vladimir Putin appears
to travel with GPS jamming devices in his motorcade and that China appears to be spoofing GPS signals to conceal illicit activities in its own ports
demonstrate how important and integrated these capabilities have become
at all levels. One should expect that the rate of satellite jamming and spoofing incidents will only increase as these capabilities continue to proliferate
and become more sophisticated in the coming years.
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One of the most significant counterspace
developments in the past year was the Indian test of a direct-ascent ASAT weapon.
This incident proved that a kinetic test
done in a way that minimizes orbital debris may not generate the same degree of
diplomatic backlash as the Chinese ASAT
test in 2007. Moreover, the Indian test
and how it was received could incentivize
other nations, such as Pakistan, to develop and demonstrate ASAT capabilities of
their own.
Russia also continued to step up its co-orbital activities in the past year. The Russian Luch satellite continued its close
inspection of satellites in geostationary
orbit, despite international denunciation of its activities. Russia also placed a
widely-reported inspector around a classified U.S. Government satellite in low
Earth orbit. Both the Indian ASAT test and
Russia’s co-orbital activities may provide
further incentive for nations to develop
and deploy defensive counterspace capabilities of their own, as France announced
it intends to do. Nations may also seek to
draw distinctions between offensive and
defensive counterspace weapons in order
to justify the latter while delegitimizing
the former.

as an independent military service for
space, many things are in flux within the
military space community. While there is
great opportunity in this reorganization
process, there are many risks as well. A
chief concern is that an excessive focus
on building bureaucracy (and attempts
to limit bureaucracy) could distract senior leaders’ attention from the evolving
threats to space systems and the U.S.
military’s efforts to counter these threats.
Key developments to watch within the
United States are updates to space doctrine, strategy, and policy and investments in new space capabilities and
missions. Developments in these areas
would be a clear indication that the reorganization efforts put in place in 2019 are
part of a fundamental shift in the U.S. military’s overall approach to making space
more defendable.

As nations reevaluate the threats to their
space systems, some have moved to reorganize existing space organizations or create new military organizations to better
focus on space as a warfighting domain.
France is creating a Space Command
within its military and renaming its Air
Force the Air and Space Force, while the
United Kingdom may not be far behind in
reorganizing its space forces. In the coming years, more nations may continue to
reorganize and elevate space forces within their militaries both to focus attention
internally and to signal externally.
A final area to watch in the coming year is
how the United States continues to adapt
to face threats in the space domain. The
U.S. military is in the midst of what is arguably the most significant reorganization since the Goldwater-Nichols Act of
1986. With the re-establishment of United
States Space Command as a geographic
combatant command for space and the
new establishment of the Space Force
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APPENDIX I

LIST OF ACRONYMS USED
A2/AD
AEHF
AIS
APT 28
ASAT
BBC
C4ADS
C4ISR
CASC
CHEOS
CNES
CNSA
CSS
DCA
DDOS
DIA
DoD
DPRK
DSA
DSN
DSRO
EMP
ESA
EW
FSO
GBS
GEO
GNSS
GPS
GSLV
HPM
ICBM
IRGC
IS
ISA
ISRO
ISS

Anti-Access/Area Denial
Advanced Extremely High Frequency
Automatic Identification System
Russian Hacker Group
Anti-Satellite
British Broadcasting Corporation
Center for Advanced Defense Studies
Command, Control, Communications, Computers (C4), Intelligence, Surveillance, and Reconnaissance (ISR)
China Aerospace Science and Technology Corporation
China High-resolution Earth Observation System
National Centre for Space Studies (France)
China National Space Administration
Chinese Space Station
Defence Cyber Agency (India)
Distributed Denial of Service
Defense Intelligence Agency
U.S. Department of Defense
Democratic People’s Republic of Korea
Defence Space Agency (India)
Deep Space Network
Defence Space Research Organization (India)
Electromagnetic Pulse
European Space Agency
Electronic Warfare
Federal Protective Service
Global Broadcast Service
Geosynchronous Orbit
Global Navigation Satellite System (Russia)
Global Positioning System
Geosynchronous Satellite Launch Vehicle
High Powered Microwave
Intercontinental Ballistic Missile
Islamic Revolutionary Guard Corps
Istrebitel Sputnikov (Russia)
Israel Space Agency
Indian Space Research Organization
International Space Station
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JAXA
JCPOA
JPL
JSOC
KCNA
LEO
MEO
MMW
NADA
NASA
NIIPKh
NOA
NOAA
NOTAM
NRO
PDV-Mk II
PLA
PNT
PSLV
RF
RGB
RPO
SASTIND
SATCOM
SCI
SEIS
SLV
SSF
SSLV
SSO
TEL
UH
UK
VOA
WGS
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Japan Aerospace Exploration Agency
Joint Comprehensive Plan of Action
Jet Propulsion Laboratory
Joint Special Operations Command
Korean Central News Agency (North Korea)
Low Earth Orbit
Medium Earth Orbit
Millimeter Wave
National Aerospace Development Administration (North Korea)
National Aeronautics and Space Administration
Scientific Research Institute of Applied Chemistry (Russia)
Navigate on Autopilot
National Oceanographic and Atmospheric Administration
Notice to Airmen
U.S. National Reconnaissance Office
Prithvi Delivery Vehicle Mark-II (India)
People’s Liberation Army (China)
Positioning, Navigation, and Timing
Polar Satellite Launch Vehicle
Radio Frequency
Reconnaissance General Bureau (North Korea)
Rendezvous and Proximity Operations
State Administration for Science, Technology, and Industry
for National Defense
Satellite Communications
Small Carry-On Impactor
Seismic Experiment for Interior Structures
Space Launch Vehicle
Strategic Support Force (China)
Small Satellite Launch Vehicle (India)
Sun-Synchronous Orbit
Transporter erector-launcher
Ultra High Frequency
United Kingdom
Voice of America
Widespread Global SATCOM (Satellite Communications)
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